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I. O01He cBe/jeHuA

Ob6ecrieuerrie 6€30MacCHOCTH UH(GOPMAIMHM B aBTOMaTH3UPOBAHHBIX CUCTEMaAX, 06.033
WCTIO/Tb3YeMbIX B TOM YKC/Ie Ha 00beKTaX KpUTUUeCKor HHPOPMaIL[MOHHON
UH(PACTPYKTYPbI, B OTHOILIEHUH KOTOPBIX OTCYTCTBYeT HEOOXOAUMOCTh IIPUCBOEHUS
VM KaTeropuii 3HauuMOCTH

(HauMeHOBaHMe BUZa IPOdeCCHOHATBEHOM e TeTbHOCTH) Kog,

OcHoBHas Le/b BUa podecCHoHaTbHOU [esiTeIbHOCTU:

[ToBblIlIeHMe 3alUILeHHOCTU aBTOMaTU3UPOBaHHbIX CUCTeM, YHKLMOHUPYIOIIMX B YC/IOBUSIX CYIleCTBOBAHKS
yrpo3 B uH(GOpMariMoHHO! cdepe U 00/1aar0UMX UHPOPMALTOHHO-TEXHOJIOTUYeCKUMU PeCypCaMH,
TIOZI/IEXKAIMMU 3allliTe, UCIO/Ib3yeMbIX B TOM UHCIie Ha 00beKTaxX KpUTUYeCKOW HH(POPMaIiMOHHON
MH(PaACTPYKTYPHI, B OTHOLLIEHNH KOTOPBIX OTCYTCTBYeT He0OXOJUMOCTh TIPICBOEHUS UM KaTeTrOpHii
3HaYMMOCTH




I'pynna 3aHATHIA:

1213 PykoBoguTenu B 0b1acTu omnpeienienus 2512 Pa3paboTynKu MpOrpaMMHOI0
TIOJIMTUKU U TUIAHUPOBaHUS obecrieueHUst
JlesTe/IbHOCTH
2523 CrnerjanucThl 110 KOMIIbIOTEPHBIM 3513 CrieliManuCcTbI-TeXHUKU 110
ceTsiM KOMITbIOTEPHBIM CeTsIM U CUCTeMaM
(xoz OK3) (HaMeHOBaHMe) (xox OK3) (HaMeHOBaHUe)

OTHeceHMe K BHUIaM SKOHOMUUYECKOM AedaTe/JIbHOCTHU!

62.09

,HEHTEJ'IBHOCTI), CBSI3aHHAS C UCIIOb30BaHHeM BbIUMC/IUTEILHON TeXHUKU U I/IH(l)OpMaL[I/IOHHbIX

TeXHOJIOTUM, TIpouast

(kom OKB2)

(HEII/IMEHOBaHI/Ie Bua 9KOHOMHUUECKOI ,[[eHTeI[I:HOCTI/I)




II. Onucanue TPyAOBBIX (DYHKLMHA, BXOAALIUX B NMpodeccHoHa/NbHbINA cTaHAAPT (PyHKLIMOHA/IbHAA KapTa BU/ia

npodeccCHoOHATBHOM IeATe/TbHOCTH)

O600111eHHBIe TPYA0BbIe HYHKLIUN TpyzoBble QYHKIMU
yYPOBEHb
Ko yPOBEHb (moxypoBeHb
HauMeHOBaHUe KBa/M(uUKalj HauMeHOBaHHe KOZ )
A 14151 KBa/M(uKaLll
15151
A |O6cnyKuBaHMEe CUCTEM 3all[UThI 5 [TpoBeseHre TeXHUUECKOTO 00C/Ty)KUBAaHUS CUCTEM 3allUThI A/01.5 5
vMH(pOopMaLy B aBTOMaTHU3UPOBAHHBIX VH(pOpMaly aBTOMaTHU3UPOBAHHBIX CUCTEM
CcUcTeMax, UCMOoJIb3yeMbIX B TOM YHC/Ie BeneHne TexHMUeCKOM JOKYMEHTALUH, CBSI3aHHOM C KCILTyaTalyein A/02.5 5
Ha 00beKTaX KPUTUUECKOH CUCTeM 3aluThl MH(OPMaLMK aBTOMaTH3UPOBAHHbBIX CUCTEM
MH(OPMAaLIMOHHON UH(PACTPYKTYPHL, B Ob6ecnieuenue 3aIUTh UHGOOPMAIIVU TIPY BLIBOZIE U3 YKCTUTyaTal[uN A/03.5 5
OTHOLLIEHUU KOTOPBIX OTCYTCTBYeT aBTOMAaTU3UPOBAHHBIX CUCTEM
He0OX0IUMOCTh TIPUCBOEHUS UM
KaTeropuii 3HaUMMOCTH
B |Ob6ecreuenue 3amuThl MHGOPMALK B 6 JvarHocTvka CUCTeM 3al[uThl UHpOpMaLlMi aBTOMaTU3MPOBAHHBIX B/01.6 6
aBTOMAaTH3UPOBAHHBIX CHCTEMaX, CUCTEM
KCTIO/Ib3yeMbIX B TOM UHCJie Ha AJIMUHHCTPUPOBaHWE CUCTEM 3all[uThl UHPOpMaLUU B/02.6 6
00beKTax KpUTHUECKOU aBTOMAaTH3UPOBAHHBIX CUCTEM
VMH(POPMaLIMOHHON MH(PACTPYKTYPBI, B YripaBieHue 3alUTON UHGOPMAaLIMM B aBTOMaTU3UPOBaHHBIX B/03.6 6
OTHOILIEHWY KOTOPBIX OTCYTCTBYET CUCTeMax
HE0OX0UMOCTh NPUCBOEHHUST UM Ob6ecnieuerrie pabOTOCITOCOOHOCTH CUCTEM 3allUThI UH(POPMALIUU TIPH B/04.6 6
KaTeropuii 3Ha4MMOCTH, B IPOL{ecce Ux BO3HMKHOBEHUU HEILUTaTHbIX CUTyaLUui
SKCIUTyaTaly MOHUTOPUHT 3alUIL{eHHOCTH UH(OpPMAaLMY B aBTOMaTU3UPOBAHHBIX B/05.6 6
cucTemMax
AynuT 3aluileHHOCTU UH(OpMAaLMY B aBTOMAaTU3UPOBaHHBIX B/06.6 6
cucTemax
YcraHOBKa M HACTpOIKa Cpe/iCTB 3allUThl MHGOpMAaLMY B B/07.6 6
aBTOMAaTM3WPOBAHHBIX CHUCTEMAaxX
Pa3paboTka opraHu3aLOHHO-PaCIIOPSAUTETBHBIX TOKYMEHTOB T10 B/08.6 6

3aluTe UH(OPMAaLIMKU B aBBTOMaTU3UPOBAaHHBIX CUCTEMAax




AHanu3 ys3BUMOCTel BHeZIPSIeMOM CUCTeMbI 3alliMThl MH(OpMaLy B/09.6
BHezipeHMe opraHu3aljMOHHBIX Mep 10 3aluTe UHPOpPMaL1H B B/10.6
aBTOMAaTH3WPOBAHHBIX CHCTEMaXx
Pa3paboTKa crCcTeM 3allyThl TecTupoBaHMe CUCTeM 3allUThl HMHPOPMALMK aBTOMaTU3UPOBAHHBIX C/01.7
MH(OPMaLIMK aBTOMaTHU3UPOBaHHBIX CUCTEM
CUCTEM, UCIO0JIb3yeMbIX B TOM UHCJ/Ie Ha Pa3paboTKa MPOEKTHBIX PelIeHui 110 3aluTe WH(popMaLyu B C/02.7
00beKTax KpUTHUECKOU aBTOMAaTH3UPOBAHHBIX CUCTEMax
MH(OPMAaLMOHHOM UH(PACTPYKTYPEI, B Pa3paboTka 3KCIiTyaTal[MOHHOM JOKyMeHTAalliK Ha CUCTeMBI 3alllUThI C/03.7
OTHOILIEHWY KOTOPBIX OTCYTCTBYET vH(OpMalMy aBTOMAaTHU3UPOBAHHbBIX CUCTEM
HE0OXOAMMOCTD [PUCBOEHUSI UM Pa3paboTka rporpaMMHbIX U IPOrpPaMMHO-aIIapaTHbIX CPeICTB /ISt C/04.7
KaTeropuii 3Ha4MMOCTH CUCTeM 3aluThl MH(OPMaLMK aBTOMaTH3UPOBAHHbBIX CUCTEM
dopmupoBaHue TpeOOBaHUH K 3all[UTe O6ocHoBaHMe HeOOXOUMOCTH 3al[UThl HHGOPMAIUH B D/01.7
vH(pOopMaLMy B aBTOMaTH3UPOBAHHBIX aBTOMAaTH3UPOBAHHOM CUCTEMe
CHCTeMaxX, UCTI0/Ib3yeMbIX B TOM UHCJIe Onpepenenye yrpo3 6e3omnacHocty uHGopmaruu, obpabaTbiBaeMoit D/02.7
Ha 00BbeKTaX KPUTHUECKOH aBTOMAaTH3UPOBAHHOW CUCTEMOM
MH(OPMAaLIMOHHOM UH(PACTPYKTYPHL, B Pa3paboTKa apXUTEKTypbl CUCTEMBI 3al[UThI HH(OPMAaIK D/03.7
OTHOIIIEHHUH KOTOPBIX OTCYTCTBYET aBTOMAaTH3UPOBAHHON CUCTEMbI
HEe0OX0AMMOCTh [PUCBOEHHUSI UM MopenvpoBaHue 3alljyI|eHHbIX aBTOMaTU3UPOBAHHbBIX CUCTEM C D/04.7

KaTEI“OpI/Iﬁ 3HAYUMOCTHU

1eJIbI0 aHa/IM3a UX YA3BUMOCTel U 3()()eKTUBHOCTH CPeiCTB U
Croco60oB 3aiuThl HHGOpMAaLUU




IT1. XapakTepucTHKa 00001[€eHHBIX TPYAOBBIX (QyHKIHIA

3.1. O6o01eHHas TpyAoBasa pyHkiusa «O0c/y)KMBaHHe CUCTeM 3alUThI HHpOpMauu B
ABTOMAaTH3HPOBAHHBIX CHCTEMAX, MCMO/Ib3yeMbIX B TOM YHC/Ie Ha 00 beKTaX KPUTHYECKOH
uH(popMauoHHO MHPPACTPYKTYPhl, B OTHOLIIEHHH KOTOPBIX 0TCYTCTBYeT He00X0JUMOCTh

MNpUCBOEHUA UM KaTEI‘OpI/Iﬁ 3HAYUMOCTH»

O6cny>XrBaHKe CUCTEM 3all[UThI
WMH(pOpMaLM1 B aBTOMaTHU3MPOBaHHbIX
cUcTeMax, UCI0JIb3yeMbIX B TOM UHCIIe Ha

HaumeHoBanne | 0OBEKTaX KPUTUYECKOM MHPOPMALMOHHOW |  Kog A YpoBeHb 5
KBa/MpUKaIuu
WHGPACTPYKTYPhI, B OTHOIIIEHUH KOTOPBIX
OTCYTCTBYeT He00X0JUMOCTb TIPUCBOEHHS
VIM KaTeropuy 3HauMMOCTH
oo oo X | S
Kon PerucrpalivioHHbIN HOMEp
OpHUTHHa rpodeccroHaIbHOTO
d CTaHAapTa
Bo3moskHble HauMeHOBaHUsl | TeXHUK 10 3aiure nH(opMaiuu I kateropuu
JIOJKHOCTeH, npodeccuii TexHuK 110 3amuTte uHdopmaiuu I1 kaTeropuun
TexHUK 10 3a1uTe UHHopMaLu
TpebGoBanus k obpasoBanuio | CpezsHee npodeccruoHanmbHOe 00pa3oBaHKe — POTrPAMMBI O[T OTOBKU
1 00y4eHuto CTeLMaiCTOB CPeJJHero 3BeHa 1o MPOQUIIIO AesTeIbHOCTH
TpeboBaHUs K OTBITY 711 MOJDKHOCTEM ¢ KaTeropyei — OMbIT PabOThI B IOJDKHOCTH C O0jiee HU3KOU
TIPaKTUYeCKOoi paboTbl (MpepLecTBYOIIel) KaTeropyeil He MeHee OJJHOTO roja
Oco0ble yc/ioBUs OTMTyCKa K |-
paboTe
[pyrue xapakTepuCTUKU PekoMeH/[yeTCst JOTIOTHUTeTbHOe TIpo(ecCcroHabHOe 00pa3oBaHue —
TPOrpaMMbI TOBBIIIeHHs KBa/TM(UKALUK B 00/1aCTH MH(OPMALIMOHHOM
6e3omacHoCTH

,D;OHOJIHI/ITEJILHLIQ XdPaKTEPUCTHUKHU

HauMeHOBaHHE /I0KYMEHTa Koz HaumeHoBaHue 6a30BOM TPy, JO/DKHOCTU (TIpohecCrn)
VTU CTIeLMaJbHOCTH

OK3 3513. CneluyaayCTbl-TeXHUKU 110 KOMIIbIOTEPHBIM CETSIM U
cucTeMaM

ETKC wi EKC TexHUK 110 3a1uTe UHGOPMaLUU

OKILATP 27032 TexHUK M0 3amyTe UHHopMaLu

OKCO 2016 2.10.02.02 NudopmanyioHHast 6e30MacHOCTh TeIeKOMMYHHUKALIMOHHBIX
CUCTEM

2.10.02.03 WudbopMmaiiroHHast 6e301acHOCTh aBTOMAaTH3UPOBAHHBIX

CUCTEM

3.1.1. TpypoBas pyHKIUA

HanmenoBanue HPOBEAEHHE TeXHHNYeCKOro
06CJ'Iy7KI/IBaHI/IH CHUCTEM 3adllIUThI

Koa | A/O15 Ypoee 5
KBa/mMUKam




cucreM

vH(bOpMaLi aBTOMaTHU3UPOBAHHBIX

IMpoucxosxaeHre 06001IeHHOM
TPyZAOBOM HyHKLIUN

Oprunan X 3aMMCTBOBaHO U3 843
OpUrMHana
Kon PerucrpaijioHHbIit HOMep
OpUrMHan nipodeccroHanBEHOTO
a cTaHzapTa

TpyZoBbIe elCTBUSA

ITpoBepka paboTOCIIOCOOHOCTH CUCTEMBI 3aIUThI UH(MOPMALUH
ABTOMAaTHU3HUPOBAHHON CHCTEMBbI

KoHTposb cooTBeTCTBYUSI KOHGUTYPALIMK CUCTEMBI 3all{UThl MTH(OpMaL1
aBTOMAaTH3UPOBAHHOM CUCTEMBI ee SKCITyaTallMOHHOM JJOKYMeHTaluN

KoHTpo/b cTabUIbHOCTH XapaKTepUCTUK CUCTeMBbI 3all{UThl MH(OpMaLuu
aBTOMAaTU3UPOBAHHOUW CHUCTEMBI

Heobxogumble ymeHUsI

KoHdurypupoBaTk napamMeTpbl CUCTEMBI 3alliMThl UH(OPMaLUX
aBTOMAaTM3UPOBAHHOM CHUCTEMBbI B COOTBETCTBUM C ee SKCITyaTal[MOHHOU
IOKyMeHTaLuen

O6Hapy>KI/IBaTb N YCTPAHATH HEUCITPABHOCTHU CUCTEMBI 3dIIUThI I/IH(i)OpMaL[I/II/I
aBTOMaTHBHpOBaHHOﬁ CHCTeMBI COIr'JIaCHO 3KCHHyaTaL[HOHHOI>‘I AOKYMEHTallun

HpOI/BBOAI/ITb MOHTa)X U IWUdTHOCTUKY KOMITBIOTE€DHBIX cereii

Vicnionb30BaTh TUIOBBIE KpUINITOrpadrueckre cpeficTBa 3allliThl MHPOPMaLMy, B
TOM YKCJIe CPeJICTBA 7IeKTPOHHOM TIOATIICH

Heobxoqumble 3HaHUS

TunoBble cpeJCcTBa U MeTO/IbI 3allIUThI UHPOPMALUU B JIOKa/TbHbBIX U
r7100a/IbHBIX BHIYUCTUTETBHBIX CETSX

ba3oBast KoHUrypalusi CUCTeMbI 3alllUThl UHPOPMALIUU aBTOMaTU3MPOBAaHHOM
CUCTEMBbI

OcobeHHOCTH TIPUMEeHeHHsT POrPAMMHBIX U TTPOTPAMMHO-AIAPaTHBIX CPeZCTB
3alUThl MHGOPMAaLMY B aBTOMaTH3UPOBaHHbIX CUCTEMAax

TunoBbie cpeJCcTBa, METO/bI U MPOTOKOJIbI UIeHTU(hUKALIMY, ayTeHTU(DUKALIUN U
aBTOpHU3aLin

HOpMaTI/IBHLIe IMPpAaBOBLIE dKTHI B obslactu 3dIUThI I/IH(l)OpMaL[I/II/I

OpraHu3alioHHble MephbI 10 3aluTe HH(OPMaLX

Oco0ble yc/ioBUS OITyCKa K
paboTe

Lpyrue xapakTepuCTUKU

3.1.2. TpypoBas QpyHKIuUsA

HanmeHoBaHue

IMpoucxoxxaerre 06001IeHHOH
TPY/I0BOM HyHKLIH

BeneHne TexHMueCKOM JOKYMeHTALUH,
CBSI3aHHOM C SKCIUTyaTallier CUCTeM YpoBeHb
yaraiy Kon | AJ02.5 P 5
3alUThl THOpPMaL1 KBa/MUKALIH
dBTOMATHU3HWPOBAHHBIX CUCTEM
3arMCTBOBAHO U3
Opurusan X 843
OpurHHaia
Kon PerucrpaliioHHbIA HOMEp
OpWI'MHa npodeccroHaIbHOTO
a cTaHzapTa

\pr/:LOBble JeNCTBUS

BezieHre JOKyMeHTOB yueTa, 00pabOTKH, XpaHeHUsl U TiepeJjaull MHPOPMaLu




OrPAHUYEHHOI0 JOCTYTIa

VHdopmupoBaHue nepcoHasa 06 yrpo3ax 6e3omacHocTH UH(GOpMaIUH

VHdopmupoBaHue rnepcoHasa o rpaBuiax SKCIUTyaTalul CUCTEMBbI 3all{UThl
aBTOMaTU3UPOBAHHOW CHCTEMBI U OT/e/IbHBIX CPeJCTB 3alUThl HH(OpMaLU

BejieHre NpoTOKO/IOB M )KypHA/IOB y4eTa IpU U3MeHeHUH KOH(UTypaLiu
CUCTeM 3alllMThl UHPOPMaLMK aBTOMAaTHU3MPOBaHHbIX CUCTEM

BEAEHI/IE IMMPOTOKOJIOB U )XyPHaJ/IOB yUeTa IpKU OCYILeCTB/JIEHHUX MOHUTOPHWHI'a
CHUCTEM 3alllUTEI I/IHCl)OpMaL[I/II/I dBTOMATHU3KWPOBAHHBIX CUCTEM

BEAEHI/IE IMMPOTOKOJIOB U )XYPHaJ/IOB yueTa ITPpU OCYILEeCTB/IEHHUU ayJruTa CUCTEM
3dlIUThI I/IH(bOpMaL[I/II/I dBTOMATHU3WPOBAHHBIX CUCTEM

[ToaroroBka cBefjeHUi 006 OTCYTCTBUM HEOOXOJUMOCTY TIPUCBOEHKS KaTeropuii
3HAUMMOCTH 00BEKTY KPUTHUECKON MH(POPMAIIMOHHOM MH(PACTPYKTYPHI, Ha
KOTOPOM MCII0/1b3yeTCsl aBTOMaTU3UPOBAHHAs CUCTeMa, U HarlpaBJieHNe B
MMCbMEHHOM BH/JIe 3TUX CBeJleHUH B (pefiepanbHBIM OpraH UCIIOTHUTE/IbHON
BJIaCTH, YIIOJTHOMOUYEHHBIN B 00/1acTH 00ecrieueHus: 6€30MacHOCTH KPUTHUECKOU
r“H(pOopMaLMOHHOM MH(PacTpyKTypsbl Poccuiickoii Peznepariyy, o
yTBepXXeHHOW UM (popme

Heob6xoivMble ymMeHUst

OdopmsTe JOKyMEHTALIMIO 110 perjiaMeHTaljii MepOTpPUSTHI U OKa3aHUI0
ycJIyT B 06J1aCTH 3aIUThl MHPOPMAaLIMK

O(bOpMJ'IHTb TEXHUUYECKYIO JOKYMEHTAIUI0 B COOTBETCTBHMKM C HODMATHBHBIMHA
IMPaBOBbBIMH dKTaMH B obsactu 3dlIUThI I/IH(I)OPMEIL[I/II/I

Heobxoaumble 3HaHUS

HopmatrBHbIe TIpaBOBbIe aKThI B 00/1aCTH 3aIlUThl HHGOPMAaLIK

OcHoOBHbIE MeTOZMUeCKUe U PYKOBO/SIIHe JOKYyMeHThI (hefiepabHbIX OPraHOB
WCTIO/THUTE/IbHOU BJIaCTH, YIIOJTHOMOUYEHHBIX B 00s1acTu 0becrieueHUst
nH(MOpPMaIMOHHOM 6e30MacHOCTH, 6€30MaCHOCTH WH(OPMAaIMK B K/TFOUEBbIX
cucTeMax MHGOPMAI[MOHHON UHPPACTPYKTYPhI, MPOTUBOZEMUCTBUS TEXHUUECKUM
pa3BeJKaM U TeXHUUYeCKOU 3aluThl HH(OPMAaLIUN

OKCIlTyaTalOHHas U NIPOeKTHas JJOKYMeHTal|sl Ha aBTOMaTU3UPOBaHHYHO
CUCTEMY

OcHOBHBIE METO/bl OPraHU3aliiy U IPpOBeJeHUA TEXHUYECKOI0O O6CJ'Iy)KI/IBaHI/I${
TEXHUUECKHUX CPeaCTB I/IH(i)OpMaTI/BaL[I/II/I

OpraHu3aLOHHbIe MephbI 110 3aluTe HHPOpPMaLU

Oco0bble yc/1oBUs JIOTTyCKa K
pabote

[pyrue xapakTepucTHUKN

3.1.3. TpypoBas ¢pyHKIus

IMpoucxoxaerre 06001IeHHOH
TPY/10BOM HyHKLIH

OG6ecrieueHue 3aiMThl UHGOPMALK TIPU
YpoBeHb
Hanmenosanue BBIBO/|@ U3 IKCITyaTaluu Koz A/03.5 5
KBa/MUKaLuy
dBTOMATHU3HWPOBAHHBIX CUCTEM
3auMCTBOBaHO U3
OpuruHan X 843
OpWTHMHaa
Koz PerucrpauoHHbIN HOMep
OpUTMHa NpodecCHOHaNTBHOTO
a cTaHzapTa

TpyzoBble felcTBUs

BkitoueHre B OpraHu3alliOHHO-paclopsiuTe/IbHble JOKYMEeHTHI 110 3alljyTe
rMH(pOpMaLMy NIPOLeAYP YHUUTOXKeHHUs (CTUpaHusl) THPOpMaLMi Ha MalllMHHbIX




HOCUTeJISIX, a TaKXKe KOHTPOJIs1 YHUUTOXKeHUs! (CTUpaHusi) MHGopMaLuu

YHuuTOoKeHue (cTUpaHue) UHGpOpMallui Ha MallIMHHBIX HOCUTENSX TMPU UX
repeZiaue MeXkAly MOJIb30BaTe/IsIMU, B CTODOHHHUE OpTaHW3allyiu [I/Isi pEMOHTA WA
YTWIN3aLWH, a TaKKe KOHTPOJIb YHUUTOKeHUs (CTUpaHUs)

du3nuecKoe YHUUTOKeHHe MAIIMHHBIX HOCUTeJel HH(HOpPMaIvy,
obpabaTbiBaeMOit aBTOMAaTH3UPOBAHHOW CUCTEMOM

ApxuBupoBaHue UHGpopmaiu, o06pabaTbiBaeMoli aBTOMAaTH3UPOBAHHOM
CUCTEMOH

HeobOxopumbie ymeHust

Vicnonb3oBaTh MporpaMMHbIe Cpe/iCTBa /i/1s1 apXMBHUPOBaHUS WH(GOpMaLn

Vcrionb30BaTh NMporpaMMHbIe U MPOrPaMMHO-arnapaTHble CpeCTBa AJist
YHUUTOKeHUs (cThpaHusi) uH(OpMaLuy U HocuTesed nHdopMaln

Wcnonb30BaTh TUIIOBLIE KpI/IHTOFpaCl)I/IHECKI/Ie CpeacTBa 3dlUTHL I/IH(i)OpMaL[I/II/I, B
TOM 4UHUCJ/I€ SJIEKTPOHHYHO IMOAITHUCH

Heobxoumble 3HaHUs

I[Tporieypsl apxMBUpOBaHUs HHGOpMaIuu, o6pabaTbiBaeMoi
aBTOMAaTH3UPOBAHHOW CHUCTEMOM

Ha3HaueHue 1 TIPUHLIAIIBEI paOOTHI OCHOBHBIX Y3/I0B COBPEMEHHBIX TeXHUUECKUX
cpeAcTB UHGOpMaTU3aLun

OpFaHI/IBaL[I/IH TeXHHU4eCKOoro OGCJ’I}DKI/IB&HHH W peEMOHTAa KOMIIOHEHTOB
aBTOMaTHBHPOBaHHOﬁ CHUCTEeMBbI

[Mporieypbl YHUUTOXKeHUsT (CTUpaHUsi) MHPOPMAaLIMK Ha MallIMHHBIX HOCUTEJISIX,
a Tak)Ke KOHTPOJIS YHUUTOXKeHUs (CTUpaHus) MHPOpMaLuu

HopmatrBHbIe TIpaBOBbIe aKThI B 00/1aCTH 3aIlUThl HHGOPMAaLIK

OcHoOBHbIe MeTOAUUeCKUe U PYKOBOZSIIMEe JOKYMEeHTbl YTIOTHOMOUEHHBIX
(hesepanbHBIX OPraHOB MCTIOJHUTETLHOM BIACTH M0 3alljdTe WH(OpMaluu

Oco0bble yc/ioBUs JIOTTyCKa K
paboTe

[pyrue xapakTepucTUKU

3.2. O6o61eHHas TpyoBas pyHkusa «Obecneyenne 3amyThl HHGOPMAIUH B aBTOMAaTH3HPOBAHHBIX
CcHCTeMax, UCIO0J/Ib3yeMbIX B TOM YHC/Ie Ha 00'beKTaX KPUTHUYECKO# HH(pOopMaoHHOU
UH(PPACTPYKTYPbI, B OTHOIIIEHHH KOTOPBIX 0TCYTCTBYeT He00X0JUMOCTh MPUCBOEHHS UM KaTeropuii
3HAYMMOCTH, B MPOLiecce UX IKCITyaTaluu»

HanmeHoBaHue

Ob6ecneuenue 3aIUThl MHGOPMALUY B
aBTOMaTU3UPOBAHHBIX CUCTEMaAX,
UCIIO/Tb3YEMbBIX B TOM UKCJ/Ie Ha 00beKTax

[MTpoucxosxaeHre 06001IeHHOM
TPYyZAOBOM HyHKLIUN

KPUTHYeCKON MH(POPMaLOHHON Koa B YpoBeHb 6
MHGPACTPYKTYPhl, B OTHOILLIEHUU KOTOPBIX KBa/HKaLH
OTCYTCTBYeT HeOOXOMMOCTb TTPUCBOEHMUS
VM KaTeropuii 3HaUMMOCTH, B TMpoLiecce
UX 3KCIIIyaTariuu
Oprunan X 3aMMCTBOBaHO U3
opUrvHasa
Kon PerucrpaijioHHbIit HOMep
OpUrMHan nipodeccroHanBEHOTO
a CTaHgapra

Bo3Mo)KHBIE HAUMEHOBaHHUS
J0JDKHOCTeH, rpodeccuii

VmxeHep 1o 3amyre UH(GopMaLuu

CrierjuaiucT 1o 3aiuTe uHGopmaiuu I kareropuu
Crienanuct no 3ammre uH(opMaruu I kateropuu
Crierja/IuCT 10 3auyUTe UH(POpMaLU




VH>KeHep-nporpaMMUCT I10 TeXHUYeCKOM 3aluTe WHpopmanyu I kareropuu
VH>KeHep-npOrpaMMHUCT T10 TeXHWYeCKOo# 3alijuTe nHpopmauuu 11 kaTeropuu
VH>KeHep-npOrpaMMHUCT T0 TeXHUYeCKO# 3alljuTe HHPOPMaLIMU
Nuxxenep-nporpaMMUcT I kateropuun

Nuxenep-nporpammucrt II kateropuu

Nuxenep-nporpammucr 111 kateropuu

VH)KeHep-nporpaMMHUCT

TpeboBaHMs K 06pa30BaHUIO
1 00yUueHUr0

Briciiee o6pa3oBaHue — 6akaaaBpuaT B 00/71aCTH MH(OPMAI[MOHHOMH
0e301acHOCTH

TpeboBaHMS K OIBITY
TIPAKTHUeCKOH paboThI

17151 [O/DKHOCTEM C KaTeropHel — OMbIT paboThI B JOJDKHOCTH C 60Jiee HU3KOM
(npemiecTByOIIEl) KaTeropreli He MeHee OHOTO rojia

Oco0bble yc/ioBUs OTTyCKa K
paboTe

Hanuuue momycka K TOCyJapCTBeHHOM TaiiHe (TIpHU HeOOXOJUMOCTH)

Lpyrue xapakTepuCTUKU

[JomnonHuTenbHbIe XapaKTePUCTUKU

HaumeHoBaHre 6a30BOii IPyIIbI, JO/DKHOCTH (TIpOdeccuu
HavMeHoBaHKe JOKyMeHTa Kog, Py A (mpocy )
VU CTIeLjuaibHOCTU
OK3 2523. Crielia/IMCThl 110 KOMIIbFOTEPHBIM CeTIM
ETKC nmu EKC VHxeHep-nporpaMMUCT (TTPOrpamMMHUCT)
VH>keHep-NporpaMMUCT 0 TeXHUYeCKOM 3alluTe
vHpopMaL1
OKIIOTP 22567 VHxeHep Mo 3aiure WH(GopMalyu
22824 VH)xeHep-nporpaMMUCT
26579 CrieiMaaucT 10 3aiyre MHpOopMaLun
OKCO 2016 2.10.03.01 WHdpopmaroHHasi 6e30macHOCTb
3.2.1. TpypoBas ¢pyHKIusA
JlnarHocTvKa CUCTeM 3aluThl
YpoBeHb
HaumeHoBaH1e MH(pOpMaLM1 aBTOMaTHU3UPOBaHHbIX Kon B/01.6 6
KBa/MpUKaIuu
cucTeM
IMpoucxoxxzerre 06001IeHHOH 3arMCTBOBaHO 13
o OpuruHan X 843
TPyZAOBOU HyHKIUH OopUrvMHasa
Kog, PeruvcrpalioHHbIM HOMep
OpUrMHa npodeccroHaNBEHOTO
a CTaHzapTa

TpyzoBbIe felCTBUSA

OOHapy>keHHe HI[UIEHTOB B MTPOIecce KCIUTyaTallii aBTOMaTU3UPOBAaHHOM
CHUCTeMbI

Wpentudukaiiys UHLIWJEHTOB B Mpoliecce KCIUTyaTallui aBTOMaTU3MPOBaHHOM
CUCTeMbI

OL[E‘HKa 3dIUIIIEHHOCTU aBTOMATHU3UPOBAHHBIX CUCTEM C ITOMOILBHO TUITOBBIX
IPpOrpaMMHBIX CpeaCTB

YCTpaHEHI/Ie HOCJIEACTBI/Iﬁ MHIWEHTOB, BOSHUKIIHWX B IIpoLeCcCe 3KCITyaTallhuu
aBTOMaTHBHpOBaHHOﬁ CHCTEeMBbI

Pacuet nokasatesneii 3peKTUBHOCTH 3alUThl HHpOPMaLK, obpabaTeiBaeMoli B




dBTOMATHU3HWPOBAHHBIX CUCTEMAX

VHCcTpyMeHTaIbHBIM KOHTPOJIb MTOKa3aTtesieil 3QeKTUBHOCTU 3all{UThl
nHbopmalyy, oopabaTeiBaeMoii B aBTOMaTU3UPOBAHHBIX CUCTEMAax

Heobxoavmbie ymMeHUst

OHPE,ZLE]IHTL HNCTOYHHKU Y TIDUYMHBLI BOSBHUKHOBEHUA WHLIAEHTOB

OL[EHI/IBaTB 11oc/1eiCTBUSA BbIAB/I€HHBIX MHIIUIEHTOB

O6Hapy>KI/IBaTb HapyIlleHWs MpaBWUJI pa3rpdHUYeHNA JOCTYIId

YcTpaHATh HapylleH!sl TPaBU/ pasrpaHUueHus JoCTyma

Ocy111ecTBISTH KOHTPOJIb 00eCreueHus: YpOBHS 3allUIIIEHHOCTH B
aBTOMAaTU3UPOBAHHBIX CHCTEMAaX

HWcnonb30BaTh Kpuntorpaduyeckre MeTobl M CpeZiCTBa 3allliThl MH(OPMALUY B
aBTOMAaTM3UPOBAHHBIX CUCTEMax

Heobxoqumble 3HaHUs

HOpMaTI/IBHLIe IMTPABOBLIE dKTHI B obslactu 3dIUThI I/IHCl)OpMaL[I/II/I

HaiyoHanbHble, MEXXToCyZapCTBEHHbIE Y MeXX/IyHapO/IHble CTaH/APThI B
o6macTy 3auUThl HHGOPMAIUH

PYKOBO,E[HH_[I/IE U MeTOAN4YeCKre JOKYMEHTBI YIIOJTHOMOYE€HHbIX (be,qepaanblx
OpraHoB HCTIOTHUTE/IbHOM BACTHU 10 3alure I/IHCbOpMaL[I/II/I

OpraHu3aLMOHHbIe Mephbl I10 3aluTe HHPOpPMaLU

[TpyHLMIIBI TOCTPOEHUS CPe/ICTB 3allMThl MHPOPMAaLUK OT
HEeCAHKLIMOHUPOBAHHOIO JJOCTYIA U YTeUKH 110 TeXHUYECKUM KaHanaM

Kputepny o1ieHKH 3alyIeHHOCTH aBTOMaTU3UPOBAHHOM CUCTEMBbI

TexHuueckre cpe/icTBa KOHTPOJIst 3(deKTUBHOCTU Mep 3allUThl MH(hOpMaLUr

PernameHT MH(pOpMUPOBaHUs MepCOHaNa aBTOMaTH3UPOBAHHOW CUCTEMBI O
BbISIBJIEHHbIX UHLIUJEHTaX

Pernamenrt yueTa BbISIB/IEHHBIX MHLIMAEHTOB

PernameHT ycTpaHeHus1 MOCAeCTBUN UHLIUAEHTOB

OcHOBHBIE KpI/IHTOFpaq)I/I‘—IeCKI/Ie METO/bI, aJITOPUTMBbI, ITIPOTOKOJIBI,
HCTI0J/Ib3yeMble [JId obecrieuenus 3dlUTHI I/IH(i)OpMaL[I/II/I B dBTOMAaTHU3UPOBdAHHBIX
crucremMax

Oco0bble yc/1oBUs JOTTyCKa K
pabore

[pyrue xapakTepucTUKU

3.2.2. TpypoBasi QyHKIHA

A,I[MI/IHI/ICTPI/IPOBEIHI/IE CHUCTEM 3allJUThI
YpoBeHb
HaumeHoBaHue MH(pOpMaLM1 aBTOMaTHU3UPOBaHHbIX Kon B/02.6 6
KBa/mMuKam

cucrem

ITpoucxoxzenre 0600111eHHOMH 3alMCTBOBaHO 13
P UM . OpuruHan X 843
TPYZJ0BOH (yHKUUH OpWruHamna
Kon PerucrpalivioHHbIN HOMEp
OpHUTHHA rpodecCroHaIbHOTO
a cTaHjapra

TpyzoBbIe felCTBUSA

YcraHoBKa 0OHOBJ/IEHHUH IMPOrPaMMHOT0 00eCIieueH!s] aBTOMaTU3UPOBAHHOU
CUCTEMbI

BbIMno/iHeHWe yCTaHOBJIEHHBIX TIPOLielyp obecrieueHus: 6e30MacHOCTH
vHbopMaLuy ¢ yuetoM TpeboBaHus 3 deKTHBHOTO (HyHKIIMOHUPOBAHKS
aBTOMAaTU3UPOBAHHOUW CHUCTEMBI

YnpasrieHue MOJIHOMOYKSIMU /I0CTYTIA 10J/Ib30BaTe/ield aBTOMaTU3MPOBAaHHOM




CHUCTEeMBbI

WudbopmMrpoBaHue noJib30BaTtesieil 0 mpaBraax KCIUTyaTaluu
aBTOMAaTU3UPOBAHHOM CHUCTEMBI C yueToM TpeboBaHMH M0 3amiuTe HHGHOPMaIu

[TpoBefeHue 3aHATHM C TTEPCOHAIOM TI0 paboTe C CUCTEMOM 3aIUThI
vH(OpMaLMY aBTOMaTU3UPOBAHHOW CUCTEMBI, BK/TFOYasi IPOBe/ieHue
MPAaKTUYeCKUX 3aHSITUM C IePCOHA/IOM Ha MaKeTaxX W/ B TECTOBOM 30He

BHeceHre n3MeHeHUH B 3KCIITyaTaLMOHHYHO JOKYMEHTALMIO U
OpraHu3aljMOHHO-PACIOPS/AUTe/bHbIe JOKYMEHTBI [0 CUCTeMe 3alliUThl
MH(pOpMaL1 aBTOMaTHU3MPOBaHHON CUCTEMBbI

Heobxogumble ymeHUsI

CO3,E[aBaTb, YAaJIATb U UBMEHATE YUYETHBIE 3allCH T10/Ib30BaTes el
aBTOMaTH3Hp0BaHHOﬁ CHUCTEeMBbI

®opMUPOBaTh MOMTHKY 0€3011aCHOCTH MPOrPaMMHBIX KOMITOHEHTOB
aBTOMAaTHU3UPOBaHHBIX CUCTEM

YcraHaB/1MBaTh U HaCTpauBaTh OMepalliOHHbIe CUCTEMBI, CUCTEeMbI yTIpaB/IeHUs
6a3zamu ZJaHHBIX, KOMIILIOTEPHBIE CETH 1 TIPOrPaMMHbIe CHCTEMBI C yUeTOM
TpeboBaHuii 10 0OecreyeHuIo 3alUThl MH(OpMaLu

Vicnonb3oBath Kpunrorpaduyeckrie MeTo/ibl U Cpe/iCTBa 3allUThl MHGOpMAaLUY B
aBTOMAaTHU3UPOBaHHBIX CUCTEMax

PeructpupoBaTh COOBITHS, CBSI3aHHBIE C 3aI{UTON MH(POPMAIUY B
aBTOMaTU3UPOBAHHBIX CHCTeMax

AnHanmu3upoBaTh COOBITHS, CBSI3aHHBIE C 3aIlIUTOW WHMOPMALUY B
aBTOMAaTHU3UPOBaHHBIX CUCTEMax

Heobxoqumble 3HaHUs

[MpuHLMTBEI POPMUPOBAHUS TTOJUTUKY MH(POPMALMIOHHOUW 0e30MacHOCTH B
aBTOMaTU3UPOBAHHBIX CHCTeMax

HpOFpaMMHO-aHHapaTHLIe CpeACTBa 3alllUThI I/IHCl)OpMaL[I/II/I
dBTOMATHU3HPOBAHHBIX CHUCTEM

OcHOBHBIE KpI/IHTOFpaq)I/IT—IECKI/Ie METO/bI, aJITOPUTMBbI, ITIPOTOKOJIBI,
HCII0JIb3yeMble OJ1d 3alliUThbI I/IH(bOpMElL[I/II/I B aBTOMATHU3HMPOBAHHLIX CUCTEMAX

METOABI KOHTPOJIA 3(1)(1)eKTI/IBHOCTI/I 3dllHThI I/IH(i)OpMaL[I/II/I OT YyT€UKH I10
TeXHUYeCKHUM KdaHa/laM

Kpurepuu oiieHKH 3()(peKTUBHOCTH Y HaZIeXKHOCTH CPe/ICTB 3all[UThl
TIPOrPaMMHOTO 00ecCTieueH!s] aBTOMATHU3UPOBAaHHBIX CUCTEM

TexHuueckre cpeficTBa KOHTPOJIst 3(heKTUBHOCTU Mep 3allUThl HH(GOpMaLUK

[TpUHLIMIIBI OpraHy3alyy U CTPYKTYpa CUCTeM 3all{UThl IPOrPaMMHOTO
obecrieueHysi aBTOMaTU3UPOBAHHBIX CCTEM

Copep>kaHue U TIOPSIZIOK JleATelIbHOCTH MepCcoHasia Mo 3KCIuTyaTaluu
3allUIIeHHbIX aBTOMAaTU3UPOBAHHBIX CUCTEM U CHCTeM 0e301MacHOCTH
aBTOMAaTHU3UPOBAHHBIX CUCTEM

OcHOBHbIe MephbI M0 3aluTe MHGOPMaLMK B aBTOMAaTU3UPOBaHHBIX CUCTEMax

Oco0ble yc/ioBus OITyCKa K
pabore

Lpyrue xapakTepyuCTUKU

3.2.3. TpypoBasi pyHKIMA

HaumeHoBaHue

ITpoucxosaeHue 06001eHHOM

YmnpaB/ieHue 3alUTON UH(YOPMALIUU B Koa YpoBeHb 6
aBTOMaTU3MPOBAHHBIX CUCTeMax KBamMUKaI1
3aMCTBOBaHO U3
Opurusan X 843
OpUrrHa/Ia

TPYyZA0BOU (HyHKLIMU




Kon PerucrpaijioHHbIit HOMep

OpUrMHasn nipodeccroHaNBEHOTO
a CTaHgapra
TpyzoBbIe f1eliCTBUS AHanu3 Bo3eiCTBUs W3MeHeHUH KOH(DUTypaLiui aBTOMaTU3MPOBaHHOU

CHCTEMBI Ha ee 3allIWIlIeHHOCTb

CocraBrneHre KOMIUIEKCA MpaBul, NIPOLeAYp, NPaKTUYeCKUX TIPUEMOB,
MIPYHLIWTIOB ¥ METOZIOB, CPeZCTB 0becrieueHus 3alUThl MHPOPMAIUH B
aBTOMAaTHU3UPOBAaHHOU CHCTEMeE

OtleHKa Moc/eCTBUN OT peanu3aliiy yrpo3 6e30racHoCTd HH(GOPMALVH B
aBTOMAaTHU3UPOBAaHHOW CHCTEMe

AHanu3 u3MeHeHUs yrpos 6e30macHOCTH I/IHd)OpMaL[I/II/I aBTOMaTHBHpOBaHHOﬁ
CUCTEMBI, BO3HUKAIOINX B X0/ €€ SKCIUTyaTdlIuHu

HEOGXO'E[I/IMLIQ YMeHUA OHEHHBBTB I/IHCl)OpMa]_[I/IOHHLIe PUCKH B dBTOMAdTU3HMPOBAHHLIX CUCTEMAX

KnaccubunmpoBats 1 O1jeHUBaTh YIpo3bl 6e30MacHOCTU WHMOPMAaLIUU

OnpezensaTs nozesxalye 3amyre MHGOpMaLMOHHbIE PeCYyPChl
aBTOMAaTU3UPOBAHHBIX CUCTEM

[TprMeHsTh HOpMATHBHBIE JJOKYMEHTHI T10 3alljUTe OT HeCAHKL[MOHMPOBaHHOI O
JIOCTyTIa K MH(POPMaLM1 U IPOTUBOZENCTBUIO TEXHUUECKOM pa3BeiKe

Pa3pabareiBaTh MPe//IOXKeHUs 110 COBEPIIEHCTBOBAHUIO CHICTEMBI YTIpaB/IeHNs
3a1UThl MHGOpPMAaLMK aBTOMAaTU3UPOBAHHBIX CUCTEM

KoHdurypupoBats napameTpbl CUCTeMbI 3alUThl UH(OpMAaLUU
aBTOMAaTHU3UPOBAHHBIX CUCTEM

[TprMeHSTb TeXHUUeCKHe Cpe/icTBa KOHTPOJIs 3¢ (GeKTUBHOCTU Mep 3allUThI
vHopMaLu

HeobOxoaumbie 3HaHUS OCHOBHbBIe MeTO/Ibl yTpaB/IeHusl 3allMToNM HHPOpMaLuu

OcHoOBHBIE Yyrpo3bl Oe30MacHOCTH WHGOPMALIUK ¥ MO/Ie/T HapyILIUTes sl B
aBTOMAaTH3UPOBAHHBIX CUCTEMaxX

Mertozb! 3a1UThl UH(OPMaLMK OT HECAHKLIMOHUPOBAHHOIO JJOCTYIA U yTeUKH
110 TEXHUUECKUM KaHaslaM

HopMaTuBHBIe TIPAaBOBBIE aKThI B 00/1aCTH 3aIUThI MHPOPMAIn

HarpioHanbHble, MEXXTOCY/IapCTBEHHBIE U MEXK/YHAPO/IHbIE CTaH/JapThI B
00s1aCTH 3alUThI MHPOPMALN

PykoBogsiie ¥ MeToinyecKre JOKyMeHThI YTIOJTHOMOYEHHbBIX (e/iepaibHbIX
OpraHoOB HCIIOJHUTEIbHOM BJIaCTH MO 3a1iyUTe UH(HOpMaLuU

Oco0bble yc/1oBUs J0TTyCKa K
pabore

[pyrue xapakTepucTUKU -

3.2.4. TpypoBasi pyHKIHA

ObGecrieueHrie pabOTOCITOCOOHOCTH y
pOBeHb
HanmeHnoBanue Ko .
CHUCTeM 3all{UThl UH()OPMALUH TPU 5 a B/04.6 S 6
BO3HUKHOBEHUU HEITAaTHbIX CUTyaL[UU
ITpoucxoxzerre 06001IeHHOH 3anMCTBOBaHO 13
P 4 B OpuruHan X 843
TPYyZAOBOM HyHKLIUN opyrvHasia
Kon PerucTpaijioHHbIit HOMep
OpUrMHan nipodeccroHaNBEHOTO

d CTaHAapTa



TpyzoBble felcTBuUS

OO6Hapy>keHre HeHMCTIpaBHOCTeH B paboTe CUCTeMbI 3alUThI MH(MOpMAaLUX
aBTOMAaTHM3UPOBAHHOW CHCTEMbI

YcTpaHeHHe HeHCTPaBHOCTeH B paboTe cHCTeMbI 3allUThl UHPOPMALIK
aBTOMAaTH3UPOBAHHOW CHCTeMbI

Pe3epBupoBaHue MpOrpaMMHOro obecriedeHust, TeXHUIeCKHUX CPeZICTB, KaHA/IOB
repejilauM JJaHHbIX aBTOMaTHM3UPOBAHHOM CUCTEMBI YIIpaB/IeHUsI Ha Cilydan
BO3HHMKHOBEHHSI HEIITaTHbIX CUTYaLuil

Co3paHue abTepHaTUBHBIX MeCT XpaHeHus1 U 06paboTKu MHpOpMaLMy Ha
C/lyyaii BOSHUKHOBEHUSI HeIITaTHBIX CUTYaluid

BoccraHoB/ieHue Tioce c60eB ¥ 0TKAa30B MPOrPaMMHOTO 0becrieueHust
aBTOMaTU3UPOBAHHBIX CUCTEM

Heobxoavmbie ymMeHUst

[TpyMeHATH TUIOBbIE IPOrPaMMHbIe CPe/ICTBA Pe3epBUPOBAHUS U
BOCCTAHOBJ/IEHUS] UHOPMAaLIUM B @aBTOMaTU3MPOBAaHHBIX CUCTEMAX

[TpumeHsSTH CpefcTBa 0becrieueHNst 0TKa30yCTOMUHMBOCTH aBTOMAaTU3UPOBAHHBIX
CUCTEM

KnaccuduippoBaTs 1 O1jeHHBaTh yrpo3bl MHGOPMAL[MOHHOM 0e30MacHOCTH

HpI/IMeHHTb MporpaMmMHbIe CpeiCTBa obecrieueHyst 6€3011aCHOCTH AaHHbIX

loKyMeHTHPOBaTh [IeMCTBUS TI0 yCTPaHEeHUIO HeHMCIpaBHOCTeH B paboTe
CUCTeMBbI 3al[UThl TH(POPMAL[MX aBTOMaTHU3MPOBAHHOM CUCTEMBI

Heobxoaumble 3HaHUS

METOABI U criocobbl obecrieueHust OTK&30y€T0ﬁ‘-IHBOCTH dBTOMdTHU3HWPOBAHHBIX
CUCTEM

Copep>kaHue U TIOPSIZOK JleATeIbHOCTH MepCcoHasia Mo 3KCIuTyaTaluu
3allUIIeHHbIX aBTOMAaTU3UPOBAHHBIX CUCTEM U TIoAcucTeM 6e30macHOCTH
aBTOMAaTHM3UPOBAHHBIX CUCTEM

OCHOBHBIE I/IH(bOPMa]_[I/IOHHbIe TE€XHOJIOT'MH, UCIIOJ/Ib3yeMbIE B
dBTOMAdTHU3MPOBAHHBIX CUCTEMAX

[TpUHLIUIIBI TOCTPOEHUS CPeACTB 3allUThl MH(OPMALIUK OT YTEUKHU 10
TeXHUYeCKUM KaHa/iaM

[TporpammHoO-anmapaTHble CpeACcTBa 0becrieueHust 3alUThI MHGOpMAIn
aBTOMAaTHU3UPOBaHHBIX CUCTEM

HopmaTuBHBIe TIPAaBOBBIE aKThI B 00/1aCTH 3aIUThI MHPOPMAIn

PykoBogsiie u MeToiuueckre J0KyMeHTbI YIIOJTHOMOUeHHbBIX (efiepasbHbIX
OpraHoOB HCIOJTHUTE/IbHOM BJ/IaCTH 10 3aluTe WH(OpPMaLUU

OpraHu3aLMOHHbIe MephbI 110 3aluTe HHPOpPMaLU

Oco6ble yC/IoBUS AOITyCKa K
pabore

Jpyrue xapakTepyuCTUKU

3.2.5. TpypoBasi pyHKIMA

MOHUTOPUHT 3alUILIEHHOCTH v
OBeHb
HaumeHoBaHue VMH(pOpMaLM1 B aBTOMaTHU3MPOBaHHbIX Kop, B/05.6 P 6
KBa/mMuKaum

CrucTreMax

IMTpoucxosxzerre 06001IeHHOH 3arMCTBOBaHO 13
P U)K’q B OpuruHan X 843
TPYZOBOH QyHKLUH OpUrvHama
Kon PerucrpaijioHHbIit HOMep
OpUrMHan nipodeccroHanBEHOTO

d CTaHAapTa




TpyzoBble felcTBuUS

BbipaboTKa peKoOMeHZALIWH /1/1s1 IPUHSTHS PeIleHus] 0 MOJJePHU3aIMA CUCTEMBI
3alUThl THGOPMAI[MK aBTOMATH3UPOBAHHON CUCTEMBbI

BbipaboTKa peKoMeHZALW /1/1s1 PUHSITHS PeIlieHs] O TIOBTOPHOU aTTeCTalur
aBTOMAaTM3UPOBAHHOM CHUCTeMBbI WIX O NIPOBe/IeHUH JOTIOTHUTETbHBIX
aTTeCTal[MOHHBIX WUCIIBITAaHUM

BrisiBnenue yrpos 0e301acHOCTH I/IH(i)OpMaL[I/II/I B dBTOMATHU3UPOBdAHHBIX
crucremMax

[TpuHsiTHe Mep 3alUThl MH(GOPMALUY TIPY BBISIBJIEHUH HOBBIX YIPO3
6e3omacHoCTH UH(OPMALUU

AHanu3 He10CTaTKOB B (DYHKLIMOHUPOBAHUM CUCTEMBI 3allUThl MH(OpMaLUn
aBTOMAaTHU3UPOBaHHOW CHCTEMBbI

YcTpaHeHue HeZIOCTAaTKOB B (DYHKLIMOHUPOBAHUM CHCTEMBI 3all[UThI
vH(popMali aBTOMaTH3UPOBAHHOW CHCTEMBbI

Heobxoavmbie ymMeHUst

KnaccudumpoBats 1 O1jeHUBaTh Yrpo3bl MHPOPMALMOHHOM Oe301acHOCTH

AHa]II/IBI/IPOBaTB MporpamMmHbIe, dpXHUTEKTYDHO-TEXHUUECKHE U
CXeMOTeXHUUeCKHEe pelIeHrs KOMIIOHEHTOB dBTOMATU3WPOBAHHBIX CUCTEM C
LeJIbIO BbISAB/IEHMS ITIOTeHIIMa/IbHBIX YHBBHMOCTEﬁ 6e3011acCHOCTH I/IHCl)OpMa]_[I/II/I B
dBTOMATHU3MPOBAHHBIX CUCTEMAX

[TprMeHsTh HOpMATHBHBIE JOKYMEHTHI T10 3alljuTe UHPOPMaLMu OT
HeCaHKLIMOHMPOBaHHOI'O ZIOCTyIa ¥ IPOTUBO/IEHMCTBUIO TeXHUYECKO! pa3BeKe

KonTponupoBath 3¢)(peKTUBHOCTb TIPUHSATHIX MeP T10 pean3aliuu MoJIUTHK
6e3omacHOCTH MH(POPMALIMK aBTOMATH3MPOBAaHHBIX CUCTEM

KoHTposmmpoBathk COOBITHS 0€30MacHOCTH U [1eMCTBUS T10/Th30BaTe el
aBTOMAaTH3MUPOBAHHBIX CUCTEM

[TpuMeHSTb TeXHUUECKHe Cpe/iCTBa KOHTPOJIs 3¢ (eKTUBHOCTU Mep 3allUThl
vHpopMaru

TOKyMeHTHPOBAaTh MPOLeAYPhI U Pe3y/IbTaTbl KOHTPOJIS (PYHKIIMOHUPOBAHUS
CUCTeMbl 3alUThl MH(GOpPMALMK aBTOMaTU3UPOBAHHOW CUCTEMbI

Heobxogumble 3HaHUs

Co,qepx(aHHe " MOpAA0K AedATe/IbHOCTH ITePCOHAJIA 110 SKCITyaTallkun
3dlIWIIEHHBIX dBTOMATU3WPOBAHHBIX CUCTEM M IMMOACUCTEM 0e30macHOCTH
dBTOMATU3WPOBAHHBIX CUCTEM

OcHoBHBIe yrpo3bl 6e301acHOCTH UH(GOPMALK ¥ MO/Ie/TA HapyILIUTes B
AaBTOMATH3MUPOBAHHBIX CHCTEMax

OcHoBHbIe KpUriTorpadryeckrie MeTo/bl, arOPUTMbI, TPOTOKOJIBI,
WCTo/b3yeMble /IS 3alMThl MHPOPMaLMi B aBTOMAaTU3MPOBAaHHbIX CUCTEMax

[TporpamMMHoO-aniapaTHbIe Cpe/ICTBa 00ecrieueHus 3aiuThl HH)OpMaIuu
aBTOMAaTH3UPOBAHHBIX CUCTEM

METOAI:I 3dlUTHL I/IH(i)OpMaL[I/II/I OT YTE€UKU I10 TEXHUUECKUM KdHa/ldM

HopmatrBHbIe TIpaBOBBIe aKThI B 00/1aCTH 3alUThI HHGOPMAaLUX

PykoBopsiie v MeToiuecKre JOKyMeHThI YTIOJTHOMOYEHHbIX (peiepaabHbIX
OpraHoOB HCIIOJHUTEIbHOM BJIACTH MO 3aliyUTe UH()OpMaLuu

OpraHu3aLMOHHbIe Mephbl T10 3aluTe HHPOpPMaLU

Oco6blie yc/ioBUS AOMyCKa K
pabore

[pyrue xapakTepUCTUKU

3.2.6. TpypoBasi pyHKIHA

HanmeHoBaHue

AynuT 3aluileHHOCTH WHbOopMaLUY B
aBTOMAaTU3UPOBAHHBIX CHCTEMaxX KBa/IM(HKALK

YpoBeHb

Koz B/06.6




IMpoucxoxaerre 06001eHHOH
TPY/10BOM HyHKLH

OpruHan X 3auMCTBOBaHO 13 843
OpUrvHasa
Koz PerucrpauyoHHbIl HOMep
OpUruHasl npodeccroHaabHOT0
a CTaHzapTa

TpyzoBble felcTBuUs

OrneHka HGOPMAILMOHHBIX PUCKOB 6€30macHOCTH MH(OPMALUH B
aBTOMAaTH3UPOBAHHOM CHCTeMe

Ob6ocHOBaHMe ¥ KOHTPOJIb Pe3y/IbTaTOB yIpaBaeHYeCKHX PelleHuid B 006/1acTi
6e3omacHOCTH MH(POPMALMK aBTOMATH3MPOBaHHBIX CUCTEM

OKCrepTr3a COCTOSIHUS 3alL{UILIeHHOCTH UH(OpMalMi aBTOMaTU3UPOBaHHbIX
CUCTeM

O6ocHoBaHWe KpuTepHeB 3(h(HeKTUBHOCTH (QYHKI[MOHUPOBAHUS 3al[UII€HHBIX
aBTOMAaTU3UPOBAHHBIX CUCTEM

HeobOxopumbie ymeHust

KnaccudurupoBats U O1[eHUBaTh YIpo3bl 0€3011aCHOCTH UHMOPMALIUH /1S
o0beKTa HHGOpMaTH3aI[UH

Pa3pabaTbIBaTh MPe//IOXKEHUST TI0 COBEPIIIEHCTBOBAHUIO CUCTEMBI YTIPaB/IeHHUS
MHGOPMALIMOHHOM 6€30MacHOCTBI0 aBTOMATU3UPOBAHHBIX CUCTEM

PaBpaﬁaTbIBaTb TTOJTUTUKHK 0e30ITaCHOCTH I/IHCI)OpMaL[I/II/I dBTOMAdTHU3HWPOBAHHbIX
crucrem

[TpyMeHATb UHCTPYMEHTAa/IbHbIE CPeCTBA KOHTPOJIS 3alLUILeHHOCTH
vH(OpMallMY B aBTOMaTH3MPOBaHHbIX CUCTEMax

HeobOxoaumble 3HaHUS

OcHOBHBIE KpI/IHTOFpa('I)I/IT-IECKI/Ie METO/bI, aJITOPUTMBI, ITIPOTOKOJIBI,
HCII0JIb3yeMble 1A 3alllThbI I/IHCl)OpMaL[I/II/I B dBTOMATHU3HMPOBAHHBLIX CUCTEMAX

Cnoco0bI 3allHThI I/IHCI)OPMEIL[I/II/I OT HECaHKLIIMOHHWPOBAHHOI'O OJOCTYIIA U YTE€UKHU
I10 TeXHHWYeCKHUM KaHa/laM

MeTozbl KOHTPOJIs1 3(()eKTUBHOCTH 3all[UThl UH(GOPMALIUU OT
HeCaHKLMOHUPOBAHHOTO JJOCTYTIA U yTeUKHU 10 TeXHUUeCKUM KaHajiam

[TpUHLIMIIBI TOCTPOEHUSI CUCTEM 3alUThl MHGOpMaLU1

HopmatrBHbIe TIPaBOBBIe aKThI B 00/1aCTH 3alUThI HHGOPMAaLUX

PykoBogsiiie ¥ MeToinyecKre JOKyMeHThI YTIOJTHOMOUYeHHbBIX (e/iepanbHbIX
OpraHoOB HCIIOJHUTEIbHOM BJIACTH MO 3aliyUTe UH()OpMaLuu

OpraHu3alioHHble Mephbl 10 3aluTe HH(OpMaLn

Oco6ble yc/ioBUS AOMyCKa K
paboTe

[pyrue xapakTepUCTUKU

3.2.7. TpypoBas QpyHKIUsA

YcTaHOBKA ¥ HACTPOMKA CPeZCTB 3all[UThI
YpoBeHb
HanmeHoBaHue MH(pOpMaLM1 B aBTOMaTHU3MPOBaHHbIX Kop, B/07.6 6
KBa/TMUKaLUH

cucremMax

IMpoucxoxxaerre 06001IeHHOH 3arMCTBOBaHO 13
P A . Opurunan X 843
TPYZOBOH QYHKLUH OpUrvHama
Kon PerucrpaliioHHbIA HOMEp
OpUTHHA npothecCHoHaNTBHOTO
a CTaHJapTa

\pr/:LOBble JeNCTBUS

BXOAHOﬁ KOHTPOJIb Ka4eCTBd KOMIUVIEKTYHIINUX I/IB,ILEJ'II/Iﬁ CHUCTEMBI 3dlHUThHI




vH(popMali aBTOMaTH3UPOBAHHON CHCTEMBbI

Ocyl1ijecTBNeHre aBTOHOMHOM HajlaIK TEXHUUECKUX U MPOTPaMMHBIX CPeZICTB
CUCTeMbI 3alUThl TH(POPMAaIL[MM aBTOMAaTU3MPOBAHHOM CUCTEMBI

[TpoBeseHMe IPUEMOUHBIX UCIIBITAHUM CUCTEMBI 3all{UThl HH(OpPMaLUU
aBTOMaTU3UPOBAHHOU CHCTEMBI

BHeceHue B 5KCITyaTallMOHHYIO JOKYMEHTALMI0 W3MeHeHU, HarlpaB/leHHbIX Ha
yCTpaHeHue HeJJOCTaTKOB, BbISIBJIEHHBIX B MPOLieCce UCIbITaHUN

HeobOxopymbie ymeHust

AJIMWHHCTPUPOBATh NPOrPpaMMHBIe CPeJiCTBAa CUCTEMBI 3all{UThl HH(OpMaLU
aBTOMAaTHU3UPOBAHHBIX CUCTEM

YCTpaHSTh U3BECTHBIE YSI3BUMOCTH aBTOMAaTH3MPOBAHHOM CHUCTEMBI,
MIPUBO/SIME K BOSHUKHOBEHUIO yrpo3 Oe3omacHOCTH HH(OpMaLyu

HpI/IMEHHTb HOPMATUBHBIE JOKYMEHTHI 110 3allliuTe I/IH(bOpMaL[I/II/I oT
HECAHKIJUOHUPOBAHHOI'O AOCTYIId 1 HpOTHBOAEﬁCTBHIO TeXHHUUEeCKOM pa3Bejike

[TpyuMeHATb aHaMUTHYECKHEe U KOMITbIOTEPHbIE MO/Ie/IM aBTOMAaTHU3MPOBAaHHBIX
CUCTeM M CHUCTeM 3alUThl HHhOpMaLu

[TpoBOAUTL aHaMU3 CTPYKTYPHBIX U (PYHKLIMOHA/IBHBIX CXeM 3all{UIleHHON
aBTOMAaTHU3UPOBAaHHOW CHCTEMBI

Onpe,qensn"b MMapaMeTphbI HaCTPOﬁKH MMporpaMmMHOro obecreueHus: CUCTEMBbI
3dllJUTHL I/IH(I)OpMaL[I/II/I aBTOMaTI/I3I/Ip0BaHHOﬁ CHUCTeMBI

Heobxoaumble 3HaHUS

OcHoBHbBIe yrpo3bl 6e30MacHOCTU HHGOPMALIMK U MO/Ie/T HapyLLIUTes sl B
aBTOMAaTU3UPOBAHHBIX CHCTEMaxX

Copep>kaHue 3KCILTyaTalMOHHOM JOKyMeHTaLlMi aBTOMaTU3MPOBaHHOU
CUCTEMbI

TunoBble cpefCcTBa, METO/bI U MPOTOKOJIbI UIeHTUhUKALIMK, ayTeHTU(DUKALUU U
aBTOpU3aLIUU

OcHoOBHbIe MephI M0 3auTe MHGOPMaLMY B aBTOMAaTU3UPOBaHHBIX CUCTEMax

HOpMaTI/IBHLIe IMPpAaBOBLIE dKTHI B obsactu 3dIUThI I/IH(l)OpMaL[I/II/I

PYKOBO,Z[HLL[I/IG U MeToandeCKre JOKYMEHTHI YIIOJTHOMOYEHHBIX Cl)e,[[epaJIBHbIX
OpraHoB HCTIOTHUTE/IbHOM BAACTHU 0 3alure I/IHCl)OpMaL[I/II/I

Oco6blie yc/ioBUS AOMyCKa K
paboTe

[pyrue xapakTepUCTUKU

3.2.8. TpypoBas QpyHKIuUsA

HanmeHoBaHue

ITpoucxosxaeHre 0600IIeHHOM
TPyZA0BOM (HyHKLIUU

Pa3paboTka opraHu3aI[uOHHO-
ACTIOpAANTE/IbHBIX JOKYMEHTOB I10 YpoBeHb
pacriopsa AROKY Kox | B/08.6 P 6
3aluTe UH(pOpMaLvy B KBa/MHUKALIH
dBTOMATHU3MPOBAHHBIX CHCTEMAX
3auMCTBOBaHO U3
OpwuruHan X 843
OpUrMHana
Kog, PerucrpalioHHBIN HOMep
OpHUTHHa rpodecCHOHaTBHOTO
a cTaHzapTa

TpyzoBbIe felCTBUSA

OrnipeiesieHye TIpaBWI U MIPOLIeIypP yIIpaB/ieHUs] CUCTEMOM 3allUThl UHPOpPMaLu
aBTOMAaTHU3UPOBaHHOW CHCTEMBbI

OrnipeziesieHre MpaBU/I U MIPOLIeAYP BbIsIB/IEHUS UHLIU/IEHTOB

OHpE,E[EHEHI/Ie IMpdBWJI Y TIpoLieypP MOHUTOPHHI A obecrieueHus YPOBHA




3alUILeHHOCTU UH(OPMAaLMK aBTOMaTU3UPOBaHHOW CHUCTEMBbI

OrnpefienieHye NpaBWI ¥ NPOLielyp 3alliyMThl MH(OPMAaLMK TIPU BbIBO/IE
aBTOMAaTHU3UPOBAaHHOW CHUCTeMbI U3 IKCILTyaTal[u1

OnpezenieHre paBy/I U MPOLIeAyp pearpoBaHusl Ha UHLU/IEHThI B
aBTOMAaTH3UPOBAHHOM CHCTeMe

Heobxomvmbie ymMeHUst

KnaccuduippoBaTh 1 O1jeHHBaTh yrpo3bl MHQOPMAL[IOHHOM 0e301acHOCTH

[IpyMeHsTb HOpMaTUBHBIE JOKYMEHTHI 110 3alljuTe UH(POPMAaLUU OT
HeCaHKL[MOHUPOBAHHOI'O JOCTYTIA U MPOTUBOJEUCTBUIO TEXHUUECKOU pa3Befike

OnpepensiTh MapaMeTpbl HACTPOMKU MPOrPaMMHOTO 00ecrieueHusi CUCTeMbI
3alUThl THGOPMAL[MK aBTOMATHU3UPOBAHHON CUCTEMBbI

KoHTposiipoBaTh 3¢ (heKTUBHOCTh TIPUHATHIX Mep M0 3alljiTe WH(OopMaluy B
aBTOMATHU3UPOBAHHBIX CUCTEMAax

Heobxoaumble 3HaHUS

Copep>kaHue U TIOPSIZIOK JleATeIbHOCTH MepCcoHasia Mo 3KCIuTyaTaluu
3alUIIeHHBIX aBTOMATH3UPOBAaHHBIX CUCTEM U CUCTeM 3all[UThl HHGOPMAI[UH

OcHOBHBIE Yyrpo3bl Oe30MacHOCTH WHGOPMALIUK U MO/Ie/T HapyILIUTe s B
aBTOMAaTH3UPOBAHHBIX CUCTEMaxX

OcHoBHbIe KpUrTorpadryeckrie MeTo/bl, arOPUTMBbI, TPOTOKOJIBI,
WCII0/Ib3yeMble JJ1s 3al{MThl MH(OPMAaLMY B aBTOMAaTU3UPOBaHHBIX CUCTEMax

[TpUHLMIIBI TOCTPOEHUS CPE/ICTB 3alMThl MHPOPMAaLUK OT
HeCaHKLIMOHMPOBAaHHOI'O OCTYIA U YTeUKH 10 TeXHUYeCKUM KaHaslam

HopmatrBHbIe TIPaBOBBIE aKThI B 00/1aCTH 3alUTHI MHGOPMAaLUN

PykoBogsiie 1 MeToinyecKre JOKyMEHThI YTIOJTHOMOYEHHbBIX (e/iepaibHbIX
OpraHoOB MCIIOJHUTEIbHOM BJIaCTH MO 3a1UTe UH(HOpMaLUU

Oco0bble yc/1oBUs JI0TTyCKa K
pabore

[pyrue xapakTepucTUKU

3.2.9. TpypoBasi pyHKIMA

HaumeHoBaHue

IMpoucxosxaeHre 06001IeHHOM
TPyZAOBOM HyHKLIUN

AHanus ys3BUMOCTel BHeJpsieMOi Kox B/09.6 YpoBeHb 6
CHCTeMBbI 3allMThl UHPOPMAaLIU ' KBa/M(HKALH
Oprunan X 3aMMCTBOBaHO U3 843
opyrvHasia
Kon PerucrpaljioHHbIit HOMep
OpUrMHan nipodeccroHanBEHOTO
d CTaHAapTa

TpyzoBbIe elCTBUSA

Bri60p 1 060cHOBaHMe KpuTepreB 3((HeKTUBHOCTH (PYHKIIMOHUPOBAHUS
3allMIeHHbIX aBTOMAaTU3UPOBAHHBIX CUCTEM

HPOBE‘,E[EHI/IE dHa/IM3ad YA3BUMOCTH IMMPOrpaMMHBIX U TIPOIPAMMHO-AIIITdPATHBIX
CpeaCTB CUCTEMBI 3allJUThI I/IHCl)OpMaL[I/II/I aBTOMaTHBHpOBaHHOﬁ CHUCTeMBbI

[TpoBesieHMe FKCIIePTHU3bI COCTOSIHUS 3alUILeHHOCTH WHPOPMaLIU
aBTOMaTU3UPOBAHHBIX CUCTEM

YTouHeHHe Mozieni yrpo3 6e30macHOCTU WH(POPMALIMK aBTOMAaTU3UPOBAaHHOM
CUCTeMbI

[TpoBefeHMe npeiBapyUTeIbHBIX UCIIBITAHWN CUCTEMBI 3alIUThl MHOpMaLU1
aBTOMAaTH3UPOBAHHOW CHCTEMbI

[TpoBefeHMe aHaMM3a ySI3BUMOCTel aBTOMAaTU3UPOBaHHBIX U MH(OPMALIMOHHBIX
CUCTEM




Heob6xoavmMbie ymMeHUst KnaccudunmpoBats 1 OljeHUBaTh Yrpo3bl 6e30MacHOCTA WHPOPMAaLIUU
aBTOMAaTHM3UPOBAHHOW CHCTEMbI

PaspabaTbIBaTh Ipe//IOXKEeHUS TI0 COBEPIIIEHCTBOBAHUIO CUCTEMBI YTIpaB/IeHHs
3alMTOM MH(GOPMAaLIMM aBTOMaTU3UPOBAHHOM CUCTEMBI

[TpoBOUTH aHa/MN3 AOCTYITHBIX MH(OPMALIMOHHBIX UCTOUHUKOB C L{e/IbI0
BbISIBJIEHUS] U3BECTHBIX YS13BUMOCTEH, UCII0/Ib3YEeMbIX B CUCTEME 3alLIUThI
VH(pOpMaLMy TTPOrpaMMHBIX ¥ IPOTPaMMHO-aNmnapaTHbIX CpeJCTB

YcTpaHATh BbIsIB/IEHHbIE YSI3BUMOCTH aBTOMAaTH3UPOBAaHHOW CUCTEMBI,
TIPUBO/ISAIIINE K BOSHUKHOBEHUIO yrpo3 6e3omacHocTy UH(OpMaLuu

Heob6xovMbie 3HaHUS OcHOBHbIE METO/bI ¥ CPeACTBa KPUMTTOrpadruyeckoi 3aluThbl MH(OpMaLry

Crioco06bI 3a1uThl UHGOPMAIMU OT HECAHKIIMOHUPOBAHHOTO ZOCTYIIA U YTEUKH
110 TEXHUUECKUM KaHasiaM

Crioco6b! KOHTPOJISI 3PPEKTUBHOCTU 3alUThl UHPOPMAL[X OT
HEeCaHKI[MIOHUPOBAHHOTO JIOCTYTIA ¥ YTeUKH T10 TeEXHUYEeCKUM KaHaliaM

HOpMaTI/IBHLIe IMPAaBOBLIE dKTHI B obsactu 3dIUThI I/IH(l)OpMaL[I/II/I

PYKOBO,E[HLL[I/IG U MeToandeCKre JOKYMEHTHI YIIOJTHOMOYEHHBIX Cl)e,[[epaJIBHbIX
OpraHoB HCTIOTHUTE/IbHOM BACTHU 10 3almure I/IHCl)OpMaL[I/II/I

OpraHu3aliOHHbIe MephbI 110 3aluTe WH(OPMaLUU

CopiepkaHMe 3KCIUTyaTalMOHHOW JJOKyMeHTallui aBTOMaTU3MPOBaHHOM
CUCTeMBI

Oco0bble yc/ioBUs JOITyCKa K
pabote

[pyrue xapakTepucTHUKU

3.2.10. TpyaoBas (pyHKIUsA

BHegpeHue opraHu3aliiOHHBIX Mep I10 y
pPOBeHb

HavmeHoBanue Ko .

3amure UH(GOpMaLUU B a B/10.6 o —— 6

dBTOMATHU3HWPOBAHHBIX CUCTEMAX
IMpoucxoxaerre 06001IeHHOH 3aMMCTBOBaHO 13

P 4 . OpuruHan X 843
TPYZAOBOU (HyHKIUH OpWT'MHaIa
Koz PerucrpalvoHHbIN HOMep
OpUrHHa rpogeccroHaabHOT0
a CTaHJapTa

TpyzoBble felcTBUs ITpoBejeHue TIPOBEPKU TTOSTHOTHI OTTUCAHUS B OPraHU3al[MOHHO-

pacropsiIuTe/bHbIX JOKyMeHTax Ha aBTOMaTU3MPOBAaHHYI0 CUCTEMY JelCTBUM
TepcoHaJia Mo peasiv3aly OpraHu3alOHHBIX Mep 3alUThl UHPOPMaLUU

HPOBE‘,E[QHI/IE 3aHATHIA C nepcoHaJ/IOM I10 pa60Te C CUCTEMOU 3allUTHI
I/IH(i)OpMaL[I/II/I aBTOMaTH3Hp0BaHHOﬁ CHUCTEMBI, BK/IFOUasd IIpoBe/ieHre
MPpAaKTUUECKHNX 3aHATHI Ha MaKeTaxX UM B TECTOBOM 30HE

[ToAroTOBKA IOKYMEHTOB, OTpe/ie/IsIIoIMX MpaBUjia U TpoLielyphbl, peairu3yeMble
oriepaTopoM /it obecrieueHyst 3aluThl MHGOpPMaUy B MH()OPMaI[MOHHON
cucTeMe B XO/ie ee KCITyaTaljuu

HpOBe,ILEHI/Ie IMMPOBEPKH IT'OTOBHOCTH IMEPCOHA/IA K 3KCIUTyaTalJU CUCTEMBIL
3dlUTHL I/IHd)OpMaL[I/II/I aBTOMaTH3HpOBaHHOﬁ CHUCTeMBI

[ToaroToBKa JOKYMEHTOB, ONpe/ie/siolUX MpaBu/a U NMpoLieypbl KOHTPOJIS
o0ecrieueHHOCTH YPOBHS 3allMIIeHHOCTH MH(OPMALIMH, COAep KalLeics B
MH(MOpPMaLIMOHHOMN CUCTeMe




IToAroTOBKA JOKYMEHTOB, OIPe/IesISOILUX [TPaBH/Ia U MPOLIeAyPbI BhISBJIEHHS
VHLIWEHTOB, KOTOPbIe MOT'YT IPUBECTH K COOSIM W/ HapYIIIEHUIO
(bYHKIIMOHMPOBaHUSI MH(POPMAIIMOHHOW CUCTEMBI ¥ BOSHUKHOBEHHUIO YTPO3
6e3omacHOCTH UHPOPMALIUH

[ToaroTroBKa JOKYMEHTOB, ONpee/IOIIMX MpaBy/a U NMpoLeAyphbl yrpaBieHUs
KOH(Urypaiuei arTeCTOBaHHOM MHPOPMALIMOHHOW CUCTeMbI U CUCTEMbI
3aUThl MTHGOPMALMK UHPOPMALIMOHHOW CUCTeMbI

HeobOxopumbie ymeHust

Peasi30BBIBaThH MpaBW/Ia pa3rpaHUUeHUs JOCTYTIa TlepCoHana K 00beKTam
JOoCTyma

AHanv3upoBaTth NMpoOrpaMMHbIe M TPOrPAMMHO-aIapaTHbIe pelleHus Mpu
MPOEKTUPOBAHUU CHCTEMbI 3all[UThl MH(HOPMALIWH C 11e/TbI0 BLISIB/IEHUS
MOTeHIMAIBHBIX YSI3BUMOCTeN 6e30rmacHOCTH UH(OpMaIvu B
aBTOMAaTHU3UPOBaHHBIX CUCTEMAax

KoHcynbTHpoBaHue niepcoHana aBTOMaTU3MPOBAaHHOM CHUCTEMBI 110 KOMIUIEKCY
Mep (TpaBu/aMm, NpoLeiypam, pakKTUYeckKUM rpreMam, pyKOBOJSILIUM
MIPUHLMIIAM, MeTO/laM, Cpe/icTBaM) obecrieueHust 3alUThl HH(GOpMaLUX

Ocy111ecTBATh JIAHUPOBAHUE Y OPraHM3aluio paboThl MepcoHana
aBTOMaTU3UPOBAHHOW CHCTEMBI C yueToM TpeboBaHuM M0 3amiyTe UH(OpMaLu

KoHdurypupoBats aTTeCcTOBaHHYIO WHGOPMALIMOHHYIO CUCTEMY U CUCTEMbI
3alUThl UHGOPMaLMM UHGOPMALIMOHHON CHUCTeMbI

Heobxoumble 3HaHUS

HopMaTuBHbIe TpaBoBbie aKThl M Hal[MOHAIbHbIE CTaH/IapPThI 0
JULIEH3MPOBaHUIO B 00/1acTy 00OecrieueHust 3allUThl FOCYyJapCTBEHHOM TaliHbI U
cepTU(UKALIMM CPeJICTB 3allUThl MH(MOPMaILu1

MeTo/pl, CTIOCOOLI, CpeZICTBA, TTOC/Ie0BaTeTbHOCTL W COZIepyKaHue TarloB
pa3paboTKH aBTOMAaTH3UPOBAHHBIX CHCTEM M CUCTEM 3allUThI
aBTOMATHU3UPOBAaHHBIX CUCTEM

HopmatrBHbIe TIpaBOBBIe aKThI B 00/1aCTH 3alUThI HHGOPMAaLUX

PykoBopsiie v MeToiuecKre JOKyMEHThI yTIOJTHOMOYEHHbIX (peiepanbHbIX
OpraHoOB HCIIOJHUTEIbHOM BJIACTH MO 3aliyUTe UH()OpMaLuu

OpraHy3alLoHHble MephI I10 3aluTe UHPOpMaLu

MeToauku cepTU(UKAITMOHHBIX UCTIHITAHUA TeEXHUUYECKUX CPEZCTB 3all[UThI
“H(OpPMAaIMY OT HeCAHKL[UOHMUPOBAHHOTO JOCTYTIA ¥ YTEUKH 10 TEXHUYEeCKUM
KaHa/laM Ha COOTBeTCTBUe TpeOoBaHMsM 110 O6e30racHOCTH HH(GOPMALIUH

MeTto/ibl, crIOCOOBI ¥ Cpe/iCTBa 00ecrieueHus1 0TKa30yCTOHUMBOCTH
ABTOMAaTH3UPOBAHHBIX HH()OPMALIMOHHBIX CUCTEM

Oco0bble yc/1oBUs JI0TTyCKa K
pabore

[pyrue xapakTepucTUKU

3.3. O6o0menHast TpyaoBas pyHKIuA «Pa3padoTka cucreM 3aiuThl HHpOpMaIun
ABTOMAaTH3UPOBAHHBIX CHCTEM, MCI0/Ib3yeMbIX B TOM YHC/Ie Ha 00beKTaX KPUTHYECKOU
uH(opMaIHOHHOW HH(PPACTPYKTYPbl, B OTHOLIEHUH KOTOPBIX OTCYTCTBYeT HE00X0AMMOCTh
MPUCBOEHHUsI UM KaTeropui 3HauMMOCTH»

Pa3paboTka cucteMm 3aiursl HHGOpMaLu
aBTOMAaTH3UPOBAaHHbBIX CUCTEM,
UCII0/Ib3yeMbIX B TOM UMC/Ie Ha 00beKTax
HaumeHoBaHHe KPUTHYeCKON MH(POPMaLOHHON Kon C
MH(PaCTPYKTYPbl, B OTHOLLIEHUH KOTOPbIX
OTCYTCTBYeT He00X0[UMOCTb TIPUCBOEHHSI
1M KaTeropuii 3HaUuMMOCTH

YpoBeHb
KBa/mMUKam




IMpoucxoxaerre 06001eHHOH
TPY/10BOM HyHKLH

OpuruHan

3auMCTBOBAHO U3

OpUrvHasa
Koz PerucrpauyoHHbIl HOMep
OpUruHasl npodeccroHaabHOT0
a CTaHzapTa

Bo3Mo)KHbBIe HAUMEHOBaHUS
J0JDKHOCTeH, npodeccui

Benyumii uH)keHep — pa3paboTUrK CHCTeM 3aIyThl HHGHOpMaLUH

Bepyuuii cieliianct 1o 3amyre MHGOpMaLuu

PyKoBoauTes/b TIPOEKTOB B 00/1aCTH pa3paboTKK CHCTeM 3allUThl HHHOPMALIIH
PykoBozuTenb 0TAe/1a CUCTEM 3alUThl UH(GOpMaLU

TpeboBaHusi K 06pa30BaHMUIO
1 00yueHHIo

Beiciiiee 06pa3oBaHue — CreLMaIuTeT WK MarucTpaTypa B obiactu
“H(OPMaIMOHHOW 6e30MmacHOCTH

TpebGoBaHUSI K OITBITY -
TIPaKTHUeCKOM paboThI

Oco6blIe yc/IoBUS AOITyCKa K
pabore

Hanmuue fomycka K rocyjapCTBeHHOM TaiiHe (MpH HeoOXOAUMOCTH)

Jpyrue xapakTepyuCTUKU

PeKoMeH/1yeTCst I0TIO/IHUTETbHOEe TTpodeccroHaibHOe 00pa3oBaHre —
MPOrpaMMBI MOBBIIIIeHHsT KBanu(bHUKaLMK B 00/1acTh HH(OPMALMOHHOM
0e30macHOCTH

[lonoyHUTebHBIE XapaKTepUCTUKU

HanmMeHoBaHue 6a30B0M TPYIIIbI, AO/DKHOCTH (TIpOdeccrm)

HaumeHoBaHue oKyMeHTa Kop
WU CTeLuaJbHOCTH
OK3 2512. Pa3paboTurKu MPOrpaMMHOTO 06ecTieueHHst
ETKC umu EKC VH)KeHep-nporpaMMUCT (TTPOTrPaMMHUCT)
WH>xeHep-NpOrpaMMUCT T0 TEXHUUECKOH 3alluTe
nHpopMaluu
OKIIATP 20911 ['aBHBIN CrieLuanrcT 1o 3aluTe UH(pOopMaLu
22567 VnxeHep no 3aumre nH(opMaLyu
26579 CrieaaucT 1o 3aiyre MHpOopMaLun
OKCO 2016 2.10.04.01 NudopmanmionHast 6e30macHOCTb
2.10.05.01 KowmrmbroTepHasi 6€301acHOCTh
2.10.05.02 WHdbopMaiiioHHast 6€301acHOCTh Te/IeKOMMYHUKAIJUOHHBIX
CUCTEM
2.10.05.03 WudbopMaiioHHast 6e301acHOCTh aBTOMATH3UPOBAHHBIX
CUCTEM
2.10.05.04 VHbopMal[iOHHO-aHA/TUTHYECKHE CUCTEMbBI 0€3011acCHOCTH
2.10.05.05 Be3onacHocTh MH(GOPMAaLIMOHHBIX TEXHOJIOTHI B
TpaBOOXpaHUTe/bHOU cepe
2.10.05.06 Kpunirorpadus
2.10.05.07 [TpoTHBOI€HICTBUE TEXHUUECKUM pa3BefKaM

3.3.1. TpypoBasi pyHKIMA

HaumeHoBaHue

cucreM

TECTI/IpOBaHI/Ie CHUCTEM 3allHUThI
I/IH(i)OpMaL[I/II/I dBTOMdTHU3HWPOBAHHBIX

YpoBeHb
KBa/TU(UKaIUN

Koz C/01.7




Hponcxoum,quHe 000011]eHHO# OpruHan X 3auMCTBOBaHO U3 843
TPYZAOBOU (HyHKIUH OpUrvHasa
Koz PerucrpauyoHHbIl HOMep
OpUruHasl npodeccroHaabHOT0
a CTaHzapTa
TpyzoBble felcTBuUs [TpoBefeHMe aHamM3a CTPYKTYPHBIX UM (PYHKIIMOHAIBbHBIX CXEM 3alllIeHHbIX

aBTOMAaTHU3UPOBaHHBIX UH(POPMALIMOHHBIX CUCTEM C L|eJIbIO BbISIB/IEHUS
MOTeHIUAIbHBIX YSI3BUMOCTeN MH(OpMaLIMOHHOM 6e30macHOCTH
aBTOMaTU3UPOBAHHBIX CUCTEM

BrisiBnenue YA3BUMOCTHU I/IH(i)OpMaL[I/IOHHO-TEXHOJ'IOFI/I‘-IECKI/IX pecypcoB
dBTOMATHU3WPOBAHHBIX CUCTEM

BrisiB/IeHie OCHOBHBIX yrpos 0e30macHOCTH I/IH(l)OpMaL[I/II/I B
dBTOMATHU3MPOBAHHBIX CUCTEMAX

CocraBieHrie METOJUK TECTUPOBAHUS CUCTeM 3alljUThl MHGOpMaLU1
aBTOMAaTHM3UPOBAHHBIX CUCTEM

[Tog6op MHCTPYMEHTAIBHBIX CPEJICTB TECTUPOBAHUS CUCTEM 3all[UThI
rH(MOpMaly aBTOMAaTH3UPOBAaHHBIX CUCTEM

CocraBrieHre TIPOTOKOJIOB TeCTUPOBAHUSI CUCTEM 3alliMThl MH(OPMaLUy
aBTOMAaTH3UPOBAHHBIX CUCTEM

HeobOxopymble ymeHust AHanu3ypoBaTh OCHOBHbIE XapaKTepUCTHUKH U BO3MOXXHOCTH
TesleKOMMYHUKAaLMOHHbIX CUCTEM T10 Nepejiaue WH(opMaLu

AHanu3ypoBaTh OCHOBHbIE y3/1bl M YCTPOMCTBA COBPEMEHHbBIX
aBTOMaTU3UPOBAHHBIX CUCTEM

[TpuMeHATH AelCTBYIOIIYI0 HOPMAaTHBHYTO Oa3y B 06s1acTu obecrieueHust
6e3oracHocTy UHGOPMALUH

KonTponvpoBath PyHKIMOHUPOBaHUE TeXHUUECKUX CPeJCTB 3allUThI
vHpopMaiu

BoccTaHaBivBath (3aMeHsITh) OTKa3aBllie TeXHUUeCKre CpefiCTBa 3allliThl
vHpopMaru

HeobOxoaumbie 3HaHUS [MpuHLMIBbI TOCTPOeHUs U (QYHKIIMOHUPOBAHKSI CUCTEM U CeTell repefjauun
vHbopMaLmr

OTa/IoHHas MO/JeJ/Ib B3aHMOAEﬁCTBHH OTKPBITBIX CUCTEM

OcHoBHbIe yrpo3bl 6e30MacHOCTU HHPOPMALIMK U MO/Ie/I HapyLLUTesIsi B
aBTOMAaTHU3UPOBaHHBIX CUCTEMax

OcCHOBHbIE MEDEI I10 3alluTe HH(bOpM(:IL[I/II/I B dBTOMATHU3HWPOBAHHBIX CUCTEMAX

OcobeHHOCTH 3alUTHI MHPOPMAIMK B aBTOMaTU3WPOBAHHBIX CUCTEMAX
yTpaB/ieHUs] TEXHOJIOTMYeCKUMH IIPoLieccamMu

[TpUHLMIIBI TOCTPOEHUSI CPEe/ICTB 3allMThl MHPOPMAaLU OT
HeCaHKLIMOHUPOBAHHOIO JJOCTYIA U yTeUKH [10 TeXHUYeCKUM KaHaiaM

OcHOBHBIE KpI/IHTOFpad)I/IHECKI/Ie METO/bI, aJITOPUTMbI, ITIPOTOKOJIBI,
HCII0JIb3yeMble OJ1d 3alliUThI I/IH(bOpMaL[I/II/I B dBTOMATHU3WMPOBAHHBIX CUCTEMAX

TexHuueckye KaHabl yTeuKn I/IHCl)OpMaL[I/II/I

TexHuueckye cpefcTBa KOHTPOJIS 3((eKTUBHOCTU Mep 3alliUThl UH(POPMaLUU

OpraHu3aLOHHbIe OCHOBBI 3alUThl MH(POPMALIMU OT HeCaHKL[MOHUPOBAHHOTO
JIOCTYTIa ¥ YTeUKH 110 TeXHUUeCKUM KaHajiaM Ha o0beKTax WHpopMaTH3aLuu

HopmaTuBHBIe TIPAaBOBBIE aKThI B 00/IaCTH 3aIUThI MHPOPMAIn

PykoBogsiie u MeToiuueckre J0KyMeHTbI YIIOJTHOMOUeHHbBIX (efiepasbHbIX
OpraHoOB WCIOJTHUTE/IbHOM BJ/IaCTH 10 3aluTe WH(OpPMaLUU




OpraHu3aloOHHbIe MephbI 10 3aluTe HHHOPMaLU

Oco0bble yc/ioBHs OTTyCKa K
paboTe

Lpyrue xapakTepyuCTUKU

3.3.2. TpypoBasi pyHKIHA

ITpoucxosxaeHue 06001eHHOM
TPYI0BOM QYHKI[UH

Pa3paboTKa MPOEeKTHBIX PelIeHH 110 v
OBeHb
HaumeHoBaHMe 3aluTe UH(OpMAaLIUU B Kop, C/02.7 P 7
KBa/TUUKaLUA
dBTOMATU3MPOBAHHBIX CUCTEMAX
3aMMCTBOBaHO U3
Opurusan X 843
OpUrvHama
Koz PerucrpauyoHHbiéi HOMep
OpUTHHa rpogeccroHaIbHOTO
a CTaHziapTa

TpyoBbie felcTBUS

PaspaboTka Mo/ienv yrpo3 6e30macHOCTH UHPOPMALUK U MO/Ie/Id HapYLLIUTes B
aBTOMAaTU3UPOBAHHBIX CHCTEMaxX

Pa3paboTka Mo/jesieli aBTOMaTU3UPOBAaHHBIX CUCTEM U TIOACHACTEM 0e3011acHOCTH
aBTOMAaTU3UPOBAHHBIX CUCTEM

Pa3paboTKa MpOeKTOB HOPMATHBHBIX IOKYMEHTOB, Per/laMeHTUDPYIOIIUX paboTy
10 3a1[uTe uHhOopMaIuu

Pa3paboTKa Ipe/ijIo>KeHH 110 COBepIIIeHCTBOBAHUIO CHCTEMbI YTIPABJIEHHUS
6e30macHOCTHIO0 HHGOPMALIMK B aBTOMATH3UPOBAaHHBIX CUCTEMaX

Heobxomvmbie ymMmeHUst

[TpuMeHSTH JeMCTBYOINYH0 HOPMaTHBHYO 06a3y B obsiactu obecrieueHUst
3auThl MTHGOpPMaLUU

[TpyvMeHsTh HOpMaTHUBHBIE JOKYMEHTHI 110 IPOTUBOJEMCTBHIO TEXHUUECKOU
pasBejike

KnaccuduimpoBaTh 3aluiijaeMyt0 UHPOPMAIUIO TI0 BUJaM TallHbI U CTeTeHsIM
KOH(MUeHIMaTbHOCTU

OripezieniATh TUIbI CyOBEKTOB I0CTYIA U 00BbEKTOB [JOCTYTIA, SBISIOIUXCS
00beKTaMH 3alL[UThI

OripeiensiTb MeTO/IbI YIIPAB/IeHHs JOCTYTIOM, TUTIbI IOCTYTIA U MpaBU/a
pa3rpaHUYeHuUst AOCTyIa K 00beKTaM JIOCTYTIa, MOAJIEXKAIUM pean3aliii B
aBTOMAaTH3UPOBAHHOM CcHCTeMe

BbiOMpaTh Mepbl 3alUThl HTHPOPMALWH, TO/JIeXalllye pear3aliuy B CHCTEMe
3alUThl MHGOpPMAaLMY aBTOMaTU3UPOBAHHOW CUCTEMBI

Omnpe/eniiTh BUABI U TUTTBI CPEICTB 3allUThl HH(HOPMAaLUH, 00eCIeurnBaroIIX
peaM3alvio TeXHUYeCKUX Mep 3al{uThl MH(OpMaLuU

OrnipefiesiiTh CTPYKTYPY CHUCTeMBI 3al[UThl UHPOPMAaLIMi aBTOMAaTU3MPOBAHHOU
CUCTEMBI B COOTBETCTBUM C TPeOOBaHUSIMA HOPMATHBHBIX MPABOBBIX
JIOKYMEHTOB B 00JIaCTH 3alUThl UH(MOPMAIMK aBTOMAaTU3UPOBAHHBIX CUCTEM

Heobxoqumble 3HaHUs

PykoBogsiie ¥ MeToinyecKre JOKyMEHThI YTIOJTHOMOYEHHbBIX (e/iepanbHbIX
OpraHoOB MCIIOJHUTEIbHOM BJIaCTH MO 3a1UTe UH(HOpMaLUU

HopMaTuBHbIe TpaBOBbie aKThl M HAl[MOHAIbHbIE CTaH/IapPThI 10
JIULIEH3UPOBAHUIO B 00/1aCcTH 00OecrieueHust 3allUThl TOCY/[apCTBEHHOMN TaliHbI U
cepTU(HUKALIMM CPe/ICTB 3alllUThl HHMOPMaIU1

HpI/IHL[I/IHbI IIOCTPOEHUA U Cl)yHKL[I/IOHI/IpOBaHI/IH, TMpHUMeEPHI peaIn3alilun
COBPEMEHHBIX JIOKA/IbHBIX U r7100a/IbHBIX KOMITbIOTE€PHBIX ceTel U UX




KOMIIOHEHTOB

OcobeHHOCTH 3aIUThI UHPOPMALIMK B aBTOMAaTHU3UPOBAaHHBIX CUCTEMaX
ympaB/ieHUs1 TEXHOJIOTHYeCKUMU MpoLieccaMu

Kpurepuu oLieHKY 3((eKTUBHOCTH U HaJIe)KHOCTH CPeJICTB 3alliKThl
MH(OpPMAaIMK MPOrpaMMHOT0 0becrieueHrs1 aBBTOMaTU3UPOBAaHHBIX CUCTEM

[TpyHLMIIBI OpraHU3aly U CTPYKTYpa CUCTeM 3allUThl UH(GOpMaLiu
MPOrpaMMHOT0 0becrieueHHst aBTOMAaTH3UPOBAHHBIX CHCTEM

OcHOBHbIE XapaKTePUCTUKU TeXHUUECKUX CPeZCTB 3allluThl UH(POPMALIUU OT
HeCaHKL[MOHUPOBAHHOIO IOCTYMA U yTeYeK M0 TeXHUYECKUM KaHasam

[MpuHLMTBEI POPMUPOBAHUS TTOJUTUKY MH(POPMALMIOHHONW 0e30MacHOCTH B
aBTOMAaTHU3UPOBAHHBIX CUCTEMax

Oco0bble yc/ioBUs JIOTTyCKa K
pabore

[pyrue xapakTepucTUKN -

3.3.3. TpypoBasi pyHKIMA

Pa3paboTKa 3KCIuTyaTaljioHHON
OKYMEHTAll1 Ha CHMCTEMBI 3allIThI YpoBeHb

HaumeHoBaHue AOKY 4 = Kog C/03.7 P 7

MH(pOPMaLIMK aBTOMaTH3UPOBaHHbIX KBa/M(HKALH

cucremM
ITpoucxosaeHre 06001IeHHOM 3auMCTBOBaHO U3

P 4 . OpuruHan X 843
TPYZAOBOU (HYHKIUU OpWTMHana
Koz PerucrpauyoHHbIéi HOMep
OpUTHHa rpogeccroHaIbHOTO
a cTaHzapTa

TpyZoBbIe 1elCTBUS AHanu3 TexHUYeCcKoW JOKyMeHTal[ui UHPOPMaLIMOHHOU UH(PaCTPYKTYPhI

aBTOMaTH3Hp0BaHHOFI CHUCTEMBI

AHanu3 3aiyieHHOCTH UHPOPMaLMOHHOW MH(PPaCTPYKTYPbl
aBTOMAaTH3MPOBAaHHOM CHUCTEMbI

dopmupoBaHue TpeOOBAHMI 110 3aIyTe MHPOPMALUH, BK/TFOUasi KCIOIb30BaHUe
MaTeMaTUUeCcKOro anrapaTa /JJisl pelleHus IPUK/IaJHbIX 3a/a4

IToKyMeHTHpOBaHKe MTPOrPaMMHOTO 00ecTieueHus], TEXHUUeCKUX CPeJCTB, Oa3
JTAHHBIX U KOMITBIOTEPHBIX CeTel C yueTom TpeboBaHuUi TI0 00ecrieueHn o
3alUThI UHGOPMaIU1

AHanu3 CTPYKTYPHBIX M (PYHKLIMOHA/IbHBIX CX€M 3all{UIL{eHHbIX
aBTOMaTU3UPOBAHHBIX UH()OPMaLJMOHHBIX CUCTEM

O6ocHoBaHWe KpuTepHeB 3((HeKTUBHOCTH (PYHKIMOHUPOBAHUS 3aLUIL€HHBIX
aBTOMATH3UPOBAHHBIX MH()OPMALIMOHHBIX CUCTEM

[TpumeHeHMe TIPOrpaMMHO-aITapaTHBIX CPeJCTB obecrieueHnst 6e30macHOCTA
rH(OpMalMY B aBTOMaTH3MPOBaHHbIX CUCTeMax

HeobOxopumbie ymeHust Omnpefienars Mepel (TIpaBusa, NpoLeSyphl, TPaKTUUeCKHe ITPUeMBI,
PYKOBO/JSiLIIie TIPUHLIMIIBI, METO/bI, CPeJICTBA) AJIs 3alMThl MH(POpPMaLH B
aBTOMaTU3UPOBAHHBIX CHCTeMax

Pa3pabaTbIBaTh TEXHUUECKHE 3a/JaHUS Ha CO3ZIaHKE TIOZCUCTEM
MHGOPMALIMOHHOM 6e30MacHOCTH aBTOMATH3UPOBAaHHBIX CUCTEM

HpOEKTI/IpOBaTB oA CUCTEMEI 6e30macHOCTH I/IHCl)OpMa]_[I/II/I C yueToMm
,Z[EI‘/’ICTBYI-OH_[I/IX HOPDMAaTWBHBIX U METOAUYECKUX NJOKYMEHTOB




Pa3pabaTbiBaTh MO/I€/I aBTOMAaTH3UPOBAHHBIX CUCTEM U CHCTEM 3allUThI
WH(OpPMAIMM aBTOMaTHU3UPOBAaHHBIX CUCTEM

WccnenoBaTh MOZIe aBTOMATH3UPOBAHHBIX CUCTEM U CUCTEM 3all{UThI
0e301MacHOCTH aBTOMaTH3MPOBAaHHBIX CUCTEM

AHanM3upoBaTh POrPaMMHbIE, aPXUTEKTYPHO-TEXHUUECKHE U
CXeMOTeXHUYeCKHe pellieHrs] KOMITOHEHTOB aBTOMAaTU3UPOBAHHBIX CHCTEM C
L|eJTbIO BBISIB/IEHUS TIOTEHIMA/IBHBIX YSI3BUMOCTEH CUCTeM 3alUThl MHPOPMAaIvn
aBTOMAaTH3MUPOBAHHBIX CHCTEM

OueHrBaTh MH(GOPMAIMOHHbIE PUCKHA B aBTOMATH3UPOBAHHBIX CUCTEMAax U
orpeZiensiTe MHHOPMALIMOHHYIO MHGPACTPYKTYPY ¥ MH(POPMAL[IOHHbIE PeCYPChI,
ToZi/Ie)Kalye 3aluTe

[TpoBOAWTH TEXHUKO-IKOHOMUYECKOe 000CHOBaHHE TIPOEKTHBIX PeIIeHHH
MPOrpaMMHO-aNTapaTHBIX CPeICTB 0becrieueHus 3alUThl MH(OpMAaLIK B
aBTOMaTH3UPOBAaHHOM CHCTeMe C L[eJbl0 00ecrieueHwst TpeOyeMoro YpoBHsI
3aLUIIEHHOCTH

UccnenoBath 3 eKTUBHOCTb TIPOEKTHBIX PEIleHHH MPOorpaMMHO-amapaTHbIX
cpefcTB obecrieueHu st 3alUThl HHPOPMALIMK B aBTOMATH3UPOBAHHOM CHUCTEME C
Lesibio obecrieueHYst TpeOyeMoro ypoBHS 3alUILeHHOCTU

[TpoBOWTE KOMIUIEKCHOE TECTUPOBAHKE M OT/IAZIKY arapaTHbIX U
TIPOTPAMMHBIX CHCTEM 3alUThl HHOPMAaLUH

HeobxoauMble 3HaHKS OCHOBHbIE METO/[bl YTIPaB/IeHUs] MH(POPMAIIMOHHOW 6€30MaCHOCThIO
OCHOBHbI€e TIOHSTHSI TEOPUM aBTOMATOB, MaTeMaTUUECKOH JIOTHKU, TEOPHU
aJITOPUTMOB U TEOPHH rpadoB

OCHOBHbIE METO/[bl YITPaBJIeHHsI TPOEKTaMH B 061acTH HH(HOPMAL[HOHHOM
6e30macHOCTH

HarroHa/ibHbIe, MEKTOCY/IapCTBEHHbIE M MEXKYHAPOHbIe CTaH1apThl B
006J1aCTH 3aM[UTHI KHGOPMALH

OCHOBHbIe MephbI 110 3aluTe HHGOPMAL[HK B aBTOMAaTU3UPOBAHHBIX CHCTEMaXx
Oco6eHHOCTH 3aIUTHl THPOPMAL[MKA B aBTOMATU3MPOBAHHBIX CHCTEMAaX
yIIpaBJIeHHs] TEXHOJIOTMYeCKUMHU TTPOLieccaMu

Yrpo3bl 6€30MacHOCTH, MH(POPMAILMOHHBIE BO3/IeHCTBHSI, KPUTEPHUH OL[eHKU
3aIUIIeHHOCTH ¥ METO/bI 3aI{UThl MH(GOPMAI[MK B aBTOMaTU3UPOBAHHBIX
cucTeMax

MeTo/pl, CIIOCO0ObI, CPe/CTBA, MTOC/IeA0BaTeILHOCTL U COZIePyKaHKe ITaroB
pa3paboTKK aBTOMaTU3UPOBAaHHBIX CHCTEM M CHCTEeM 3alliUThl HH(OpMALIIH B
ABTOMATH3UPOBAHHBIX CHCTEMaXx

[TporpaMMHO-anmaparHbie CpeCTBa 00ecreyeHus 3aUThl HHGOPMALU B
MIPOrpaMMHOM 00ecIieueH|H aBTOMAaTH3HPOBAHHBIX CUCTEM

OCHOBHbIE CPeJICTBA, CIIOCOOBI U MPUHIUITLI TOCTPOEHHS CUCTEM 3allJUThI
“H(OpPMAaIMK aBTOMAaTH3UPOBAHHbBIX CHCTEM

HopmaTtHBHBIE TPABOBbIE AKThI B 06/1aCTH 3aIUTHI HH()OPMALH
PyKOBO/SIII[E U METOJMUECKHE JOKYMEHTHI YITOJTHOMOUEHHBIX (heiepaibHbIX
OpraHOB MCITOJTHUTE/ILHOM B/IaCTH T10 3all{iTe MH(POPMAL[HK

Oco0ble yc/ioBUS JIOTTyCKa K
pabore

[pyrue xapakTepucTHUKN

3.3.4. TpypoBas GpyHKIUA

Haumenosanne ’Pa3pa60TKa MIPOrpaMMHBIX U Koz C/04.7 YposeHb




TIPOrpaMMHO-aINapaTHbIX CPe/ICTB /IS

CUCTEM 3adlIUThI I/IH(I)OpMaI_[I/II/I KBa/IM(UKaLH
dBTOMATHU3WPOBAHHBIX CUCTEM
Hponcxozx,quHe 0000111eHHOM OpurmHan 3aMMCTBOBAHO U3 843
TPYZ0BOM HyHKLIU OpUrMHana
Kon PerucrpaljioHHbIit HOMep
OpUrMHasn nipodeccroHanBEHOTO
a cTaHzapTa

TpyZoBbIe 1elCTBUS

Pa3paboTka TeXHUUeCKOU [JOKYMEeHTAI[U1 Ha KOMITOHEHThI aBTOMaTH3UPOBAHHBIX
CUCTEM B COOTBETCTBUU C TpeboBaHUsAMU ETUHON CHCTeMbl KOHCTPYKTOPCKOM
nokyMeHTauuu (ganee — ECK/) u EquHoi crcTeMbl TpOrpaMMHO#M
nokymeHTauuu (ganee — ECIT/I)

CuHTe3 CTPYKTYPHBIX U (DyHKL[MOHA/IbHBIX CXeM 3all[UILeHHbIX
aBTOMAaTHU3UPOBaHHBIX CUCTEM

Pa3paboTKa IporpaMMHOT0 o0ecrieueHus, TEXHUUeCKUX CPe/CTB, 6a3 JaHHBIX U
KOMTIIBIOTEPHBIX CeTell ¢ yueToM TpeOoBaHUi M0 00ecrieueHu o 3aliyThl
vHopMalu

Pa3paboTKa 3/71eKTPOHHBIX CXeM C YUeTOM TpeOOBaHUI 110 3aiuTe WHhOPMAaLUN

Onrumu3arusi paboThl 3/IEKTPOHHBIX CXeM C Y4eTOM TpeOOBaHMH 10 3aljiTe
vHbopMaLmr

Heobxomymbie ymMeHUst

OH@HHB&TI: CJIOKHOCTB a/ITOPUTMOB U BBIUMC/IEHUH

PaspabarbiBaTh TeXHUUYECKHe 3a/jJaHHsl Ha CO3JjaHue Mo cucTeM 6e301acHOCTH
vH(OopMalK aBTOMaTU3UPOBAHHBIX CUCTEM, ITPOEKTUPOBAThH TaKHe MO/ CUCTEMBI
¢ yueToM TpeboBaHMiT HOpMaTHUBHBIX AOKyMeHTOB, ECK/] 1 ECI1/]

AHanusupoBaTh IPOrpaMMHbIe, apXUTEKTYPHO-TeXHUUeCKHe U
CXeMOTeXHHUYeCKUe pelleHUs] KOMIIOHEHTOB aBTOMaTU3MPOBaHHBIX CUCTEM C
L|eJIbI0 BBISIB/IEHUSI TIOTEHLMA/IbHBIX YsI3BUMOCTel Ge30macHOCTH UHGOPMaLy B
aBTOMaTU3MPOBAHHBIX CHCTeMax

[TpoBOAUTL KOMITJIEKCHOE TeCTUPOBaHUe arrapaTHbIX U MPOrPaMMHBIX CPeJICTB

Heobxoumble 3HaHUs

ITpodeccronanbHas u Kpuntorpaduyeckas TEepMUHOIOTHS B 00/1aCTH
6e3omacHOCTH MHPOPMALIUH

OcHOBHBIE I/IH(I)OpMaL[I/IOHHLIe TE€XHOJIOTUH, UCII0J/Ib3yeMbIE B
dBTOMATU3WPOBAHHBIX CUCTEMAX

CpefcTBa 1 cioco0bl obecrieueHust 6e30MacHOCTU WHGOPMALIUKM, PUHLIUTIBI
MOCTPOEHUSI CUCTEM 3allUThl MHPOPMAaLIUU

OcCHOBHbIE KPHHTOFPH(I)I/I‘-IECKI/IG METO/hbI, aJITOPUTMBI, ITIPOTOKOJIBI,
HCII0JIb3yeMble 1A 3alllUThbI I/IHd)OpMaL[I/II/I B dBTOMATHU3HMPOBAHHLIX CUCTEMAX

CoBpeMeHHbIe TEXHOJIOTHY TTPOrPaMMUPOBaHKs

OTaJ0HHas MoO/eJ/Ib B3&HMO,Z[€I>'ICTBI/IH OTKPBITEIX CMUCTEM, OCHOBHEIE ITIPOTOKOJIBI,
nmoc/jie0BaTe/IbHOCTb U COZiep>KaHKe 3TallOB ITIOCTPOEHHA U q)YHKI_[I/IOHI/IPOBaHI/IH
COBPEMEHHLIX JIOKa/IbHBIX U r7100a/7IbHBIX KOMITBFOTEPHBIX cereit

OcobeHHOCTH 3aIUThl UHPOPMALIMK B aBTOMATH3UPOBAaHHBIX CUCTEMaX
yIpaB/ieHUs1 TEXHOJIOTHYeCKUMHU MpoLieccaMu

[TpuHLMTBI pabOoThI 3/1eMeHTOB U (DYHKI[MOHA/IBHBIX Y3/I0B 3/IEKTPOHHOM
anraparyphbl, TUTIOBble CXeMOTeXHHUYeCKUe pellleHHs OCHOBHBIX y3/I0B U 6/10KOB
3/IeKTPOHHOM anrapaTyphl

[TpUHLMIBI OpraHU3aLyy JOKyMeHTHUPOBaHUsl pa3paboTKu U Tpoljecca
COTIPOBO’K/IeHHsI TIPOTPAMMHOTI0 U arrapaTHoro obecrieueHus




MeTo/ibl TECTUPOBAHUS W OTJIA/IKK TTPOTPAMMHOTO U ariapaTHOro obecrieueHust

ApXuTeKTypa, 0CHOBHbIe MO/IeJTH, TT0C/Ie[J0BaTe/IbHOCTD U COJlePyKaHue 3TaroB
MIPOEKTUPOBAHUs, (hU3MUecKasi OpraHu3arys 0a3 JaHHBIX

HopmaTuBHBIe TIPAaBOBBIe aKThI B 00/1aCTH 3aIUThI HHGOPMAIy

PykoBogsiue u MeToyeCcKre JOKyMEHTbI YIIOJTHOMOUEHHBIX (pefiepabHbIX
OpraHoB HCIIOJHUTEIBHOM BJIaCTH MO 3alyUTe UH(MOpMaLuu

Oco6blie yc/ioBUS AOMyCKa K
pabore

[pyrue xapakTepUCTUKU

3.4. O6001eHHas TpyaoBas pyHkiusa «PopMupoBaHue TpedOBaHUH K 3al[uTe HH(OPMAI[UH B
ABTOMAaTH3HPOBAHHBIX CHCTEMAX, HCIO/Ib3yeMbIX B TOM YHC/Ie Ha 00beKTaX KPUTHYECKOH
uH(OPMAIUOHHOM HH(PPACTPYKTYPHI, B OTHOLIEHHH KOTOPBIX OTCYTCTBYeT HE00X0AMMOCTh
NMPHCBOEHHUS] UM KaTeropui 3HaUMMOoCTH»

HaumeHoBaHue

dopmupoBaHye TpeOOBaHUM K 3alllTe
MH(pOpMaLM1 B aBTOMaTHU3HMPOBaHHbIX
CUCTeMax, UCIO0/b3yeMbIX B TOM UMCJIe Ha
00BbeKTaxX KpUTUUYECKOW MH(POPMaIIMOHHON
MH(PaCTPYKTYpbl, B OTHOLLIEHUH KOTOPbIX
OTCYTCTBYeT He00XOUMOCTb TIPUCBOEHHSI
VM KaTeropui 3HaYMMOCTH

YpoBeHb

Ko D KBa/TU(UKaIUN

IMpoucxoxxzaerre 06001IeHHOH
TPY/I0BOM HyHKLIH

3anMMCTBOBaHO U3

OpuruHan X
OpWTrMHana
Kon PerucrpaliioHHbIA HOMEp
OpWTHMHa npocecCUOHaIBHOTO
a CTaHJapTa

Bo3Mo)KHbIe HAUMEHOBaHUS
JOJDKHOCTeH, rpodeccuit

['1aBHBIN CIIeLAAIUCT TI0 3alluTe UHPOpMaLUU

3amecTuTe/Ib PYKOBOJUTESS JlerlapTaMeHTa (0Tesia) UCciefloBaHUM 1
pa3paboTok

PykoBoauTesb fierapraMmenTa (0TAena) uccaeioBaHuii U pa3paboTok

TpeboBanus kK 06pa30BaHMIO
1 00y4eHuto

Beiciiee oO6pa3oBaHue — CIIeMaIUTeT WM MarucTparypa B 06mactu
nH(OpMaIMOHHOM 6e30MaCHOCTH U [JOTIOTHUTE/IbHOE TTPOdeCcCHOHATbHOe
oOpa3oBaHue — POrPaMMBI MOBBIIIeHHsT KBa/TM(UKALUK B 006/1aCTH
vH(OpPMaLIMOHHOM 6e30MacHOCTH
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Beiciiee o6pa3oBaHue — acriupaHTypa (abIOHKTYpa) U [JOTIOJTHUTETEHOEe
nipodeccroHabHOEe 00pa3oBaHre — MPOTrPaMMbI TIOBBIIIIEHHS KBaM(UKaAIY B
obactu nHMOPMALMOHHOM 06e3011acHOCTH

TpeboBaHus K OMBITY
TIPAKTHUUeCKO paboThI

He mMeHee misATH 7ieT B 06/1aCTH 3aiUThl HTHGOOPMALIMK, B TOM YKC/Ie Ha
PYKOBOJSAIIMX [JO/DKHOCTSIX He MeHee TpeX JIeT, [/Isl UMerOIIMX BhICLee
obpa3oBaHue — CrielMaquTeT UK MarucTparypa B 06s1act MH(GOpMaLMOHHOM
Ge3omacHoCTH

WM

He meHee Tpex jieT B 00/1aCTH 3aiyUThl MH(OpPMALKH, B TOM UKC/Ie Ha
PYKOBOJSAIIMX [JO/DKHOCTSIX He MeHee /IBYX JIeT, /151 UMEIOLIUX BbICIIIee
oOpa3oBaHue — acriupaHTypa (a/bFOHKTYPA)

Oco0ble yc/1oBUs OTTyCKa K
paboTe

Hannuwue pomnycka K TOCyapCTBeHHOU TaliHe (TIpHU HEOOXOJUMOCTH)




\/:[pyme XapaKTepPUCTUKU

,D;OHOJIHI/ITEJILHLIQ XdPaKTePUCTHUKHU

HanMeHoBaHHe [0KyMeHTa Koz HanmeHoBaHre 6a30B0i TPYTIIbI, O/DKHOCTH (TIpodeccrm)
VJTU CIeLualbHOCTH
OK3 1213. PykoBouTe/v B 06/1aCTU Omipe/iesieHust TIOJTUTUKY U
TMJIAaHUPOBAHUS [1eATeIbHOCTU
ETKC umu EKC HvpekTop (Haua/TbHUK) BHIYUMCIUTETEHOTO
(uHbOpPMaIMOHHO-BLIYUC/IUTETLHOT0) 1IeHTpa
HauanbHuK 0oT/iena nHdopMaLyu
HauanpHUK oTZena (labopaTopuu, ceKTopa) To 3aluTe
vHbopMaLmu
HayvanbHUK TeXHUYECKOro OTZesia
OKILATP 20911 ['naBHBIN CrieLuanycT 1o 3aluTe UH(pOopMaLu
OKCO 2016 2.10.04.01 NudopmanmionHast 6e30macHOCTb
2.10.05.01 KowmrmbroTepHasi 6€301acHOCTh
2.10.05.02 WHdbopMaiiioHHast 6€301acHOCTh Te/IeKOMMYHUKAIJUOHHBIX
CUCTEM
2.10.05.03 WudbopMaiioHHast 6e301acHOCTh aBTOMATH3UPOBAHHBIX
CUCTEM
2.10.05.04 VHbopMal[iOHHO-aHA/TUTHYEeCKHE CUCTEMbI 0€30MacCHOCTH
2.10.05.05 Be3onacHocTh MH(GOPMAaLIMOHHBIX TEXHOJIOTHI B
TpaBOOXpaHUTebHOU cepe
2.10.05.06 Kpunirorpadus
2.10.05.07 [TpoTHBOI€HICTBUE TEXHUUECKUM pa3BefKaM
OKCBHK 051319 MeTo/pbl ¥ CUCTeMBI 3allUThl UHPOPMAaLUH,
vH(opMaLMoHHasi 6e301acHOCTb

3.4.1. TpypoBasi pyHKIHA

Ob6ocHoBaHMe HEOOXOIUMOCTH 3aLL{UThI
o YposeHb
HaumeHoBanve MH(pOpMaLM1 B aBTOMaTU3UPOBaHHON Kop D/01.7 7
KBa/mMuKaum

cucreme

ITpoucxoxzenre 0600111eHHOMN 3alMCTBOBaHO 13
P A . OpwuruHan 843
TPYZ0BOH GyHKUUH OpWruHamna
Kon PerucrpalivioHHbI# HOMEp
OpHUTHHa rpo¢ecCrOHaTBHOTO
a CTaHzapTa

TpyzoBbIe felCTBUSA

Amnanu3 xapakTepa oOpabaTbiBaeMoi HH(GOPMALIMU U OTIpe/ie/ieHre TIepeyuHst
vH(opMaL1H, TIo/Iexallieu 3amuTe

BhisiBNieHue CcTereHu yuacTHs TepcoHasia B 00paboTKe 3aruiaemMoi

vHpopMaru

[11aHMpOBaHWe MEPOTIPUSITHH 110 00eCIIeueH IO 3alUThl HH()OPMALIUH B
aBTOMAaTH3UPOBAHHOM CHCTeMe

OmnpepeneHve TpebyeMoro Kiacca (YpOBHsI) 3alUIIIeHHOCTH
aBTOMAaTU3UPOBAHHOUW CHUCTEMBI

O6ocHoBaHMe HeOOXOAUMOCTH MCII0J/Ib30BaHUsI KpUNTOrpadMueckux CpeicTB




3alMThI UHGOPMaILUU

Pa3paboTKa OTUETHBIX IOKYMEHTOB U Pa3/ie/ioB TEXHUUEeCKUX 3a/laHuUM

HeobOxopumbie ymeHust

AHa]II/IBI/IPOBaTB Leyin Co34aHnsd aBTOMdTU3WPOBAHHBLIX CUCTEM U 3a/ldUH,
pellaeMbie dBTOMaTU3MPOBAHHBIMKU CUCTEMaAMU

BrIsIBISATE YA3BUMOCTHU I/IH(i)OpMaL[I/IOHHO—TEXHOJIOF NYEeCKUX peCypCcoB
dBTOMATHU3WPOBAHHBIX CUCTEM

KnaccugunmposaTs 3amuijaeMyo UHPOPMAaLMIO 10 BUJaM TaliHbI U CTENeHSIM
KOH(MEHIMaTbHOCTH U OL[eHWBaTh yTPO3bl 6€30MmacHOCTH MHGOPMALIUH

OpFaHI/I3OBbIBaTL pa6OTBI o C034aHKI0, BHEAPEHUIO, ITIDOEKTHUPOBAHHUIO,
pa3pa60TKe W COTMMPOBOXXAEHUIO 3dllIMITIE€HHBIX dBTOMATHU3MPOBAHHBIX CUCTEM

Vcrniosib30BaTh PUCKOBYIO METO/I0JIOTHIO YIIPABJ/IeHUS 3alUTON MHGOpMaLUKU B
aBTOMAaTH3UPOBAHHOM CHCTeMe

OripefieniaTh Kacc 3allvilleHHOCTH aBTOMAaTH3UPOBAaHHbBIX CUCTEM U ee
COCTaBHBIX YacTeu

Heobxoaumble 3HaHUS

OCHOBHBIE HH(bOpMa]_[I/IOHHbIe TE€XHOJIOT'MH, UCIIOJ/Ib3yeMbIE B
dBTOMATHU3MPOBAHHBIX CUCTEMAX

OcHoBHbIe yrpo3bl Oe30macHOCTH UHGOPMALIK ¥ MO/Ie/T HapyLLIUTes B
aBTOMAaTHU3UPOBaHHBIX CUCTEMAax

Bubl vHGOPMaLIMOHHBIX BO3/I€HCTBUN U KDUTEPUU OLIEHKHU 3all[UILIeHHOCTU
vH(bOpMaLi B aBTOMaTH3UPOBAHHbBIX CUCTEMaXx

Mertozb1 3aLUThl UHQOPMALMU OT HECAHKLIMOHUPOBAHHOTO JIOCTYIA U yTeUKH
10 TeXHUYeCKUM KaHajlaM

[TporpamMMHoO-aniapaTHbIe Cpe/iCTBa 00ecTieueH s 3alUThl HHHOPMaIK B
MPOrpaMMHOM 00ecrieueHUH aBTOMaTH3UPOBAaHHBIX CUCTEM

MeTto/ibl, criocoObI ¥ Cpe/icTBa 00ecreueHus1 0TKa30yCTOHUMBOCTH
aBTOMATU3UPOBAHHBIX CHCTEM

[puHLMTIEI POPMUPOBAHUS MTOJUTUKY MHPOPMAL[MIOHHOMW 0e30MacHOCTH B
aBTOMaTU3UPOBAHHBIX CHCTeMax

HOpMaTI/IBHLIe IMPAaBOBLI€ dKTHI B obslactu 3dIUThI I/IH(I)OPM&IL[I/II/I

HaimoHanbHble, MEXXTOCyZlapCTBEHHbIE M MEXX/IyHApO/IHbIe CTaH/apThI B
o6macTy 3auuThl UHGOPMALU

PYKOBO,E[HH.[I/IG U MeToandyeCKre J0KYMEHTEI YIIOJTHOMOUYEHHBIX (be,qepaanblx
OpraHoB HCIIOJIHUTE/IbHOM BIaCTH T10 3alure PIHCl)OpMaL[I/II/I

OpraHu3alMoOHHbIe MepHI 10 3aluTe WH(OPMaLX

MeToauKy cepTU(UKALIMOHHBIX UCTIHITAHUM TeXHUUECKUX CPeJCTB 3allUThI
vH(pOpMalLMK 0T HeCaHKLMOHUPOBAHHOTO JOCTYTA U yTEUKU 110 TeXHUUECKUM
KaHajiaM Ha COOTBETCTBHeE TpeboBaHUSIM 10 Oe301acHOCTH UH(MOpMAaIn

Copep>kaHue U TIOPSZIOK JleATeIbHOCTH MepCoHasa Mo KCIuTyaTaluu
3alUILIeHHbIX aBTOMATH3UPOBaHHBIX CUCTEM U CUCTeM 3aluThbl THGOpMaLU1

Oco0ble yc/ioBUS OITyCKa K
pabore

Lpyrue xapakTepyuCTUKU

3.4.2. TpypoBasi pyHKIMA

OripezienieHre yrpo3 6e30MacHOCTH
Hanvenoanve | WH(OpMaLyu, 06pabaTsiBaeMoit Kog D/02.7
aBTOMAaTH3UPOBAHHOW CUCTEMOM

YpoBeHb
KBa/TU(UKaIUN




[TpoucxosxaeHre 0600IIeHHOM
TPyZAOBOM (HyHKLIUU

OpuruHan X 3aMMCTBOBaHO U3 843
OpUrMHana
Kog, PerucrpaljioHHbIit HOMep
OpUTHMHa npodeccroHanBEHOTO
a cTaHzapTa

TpyzoBbIe eHCTBUSA

dopmupoBaHue pa3ziesioB TeXHUUECKHX 3a/laHUM Ha CO3/laHue CUCTeM 3all{UThbl
rH(OpMaLMY aBTOMaTU3UPOBAHHBIX CUCTEM

Pa3paboTka cucteM 3aliyMThl THPOPMALIMK aBTOMAaTH3UPOBaHHBIX CUCTEM C
yUeToM /IeHCTBYIOLMX HOPMaTUBHO-TIPaBOBbIX JOKYMEHTOB

OrnpesiesieHre KoMriekca Mep (TIpaBu/I, MPOLeAYP, NPaKTUUeCKUX MPUEMOB,
PYKOBOZSILMX MMPUHIIUIIOB, METO/IOB, CPe/ICTB) /ISl 3al[UThl MH(GOpMAaI[U1
aBTOMaTH3UPOBAHHBIX CUCTEM

OrnpesienieHre OLJeHKM BO3MOJKHOCTeM BHELIHUX M BHYTPEHHUX HapyllIUTeneu

PaspaboTtka Mo/iev yrpo3 6e3omacHOCTH MHPOPMALMK aBTOMAaTH3UPOBaHHOMN
CUCTEMBI

Ob6ocHoBaHMe TiepeyHst CepTU(GUIIMPOBAHHBIX CPE/ICTB 3allMThl MH(POPMALIWH,
HE0OXOIUMBIX /ISl CO3/IaHUSI CUCTEMBI 3aIlUThl MHGOPMaLIUN
aBTOMAaTH3UPOBAHHOW CHCTEMbI

Amnanu3 TpeboBaHMI K Ha3HAUEHUIO, CTPYKTYPe ¥ KOH(UTypalyy co3/jaBaeMoi
aBTOMaTU3UPOBAHHOW CHCTEMBI C 11eJIbI0 BhIsIBJIeHUsI yTP03 6e301acHOCTH
vHbopMaLr

OrnpesiesieHre CTPYKTYPHO-(YHKLMOHATBHBIX XapaKTePUCTUK MH(OPMal[MOHHOU
CUCTEMBI B COOTBETCTBUM C TPeOOBaHUSIMA HOPMATHBHBIX MPABOBBIX
JIOKYMEHTOB B 00J1aCTH 3alIUThI MHGOPMAIUK B aBTOMAaTU3UPOBAHHBIX CHCTEMAax

HeobOxopumbie ymeHust

[Tpou3BOAUTH BEIOOP TIPOTPAMMHO-AIIapaTHLIX CPECTB 3allUThI MH(MOpMAaIU
JI7IsT UCTI0/Tb30BaHUSI UX B COCTaBe aBTOMATH3UPOBAHHOW CUCTEMBI C 11eJbI0
obecrieueHust TpeOyeMOro ypoBHsI 3allUII[eHHOCTH MH(POPMaLUH B
aBTOMAaTH3UPOBAHHON CHCTeMe

dopMUpoOBaTh MepeueHb MEPOTIPUSATHH T10 MPejOTBPAILeHHI0 YTPO3
6e3oracHoCTH MHGOPMAL[MY aBTOMATH3UPOBAHHON CUCTEMBI

CucTteMaTU3MpPOBATh pe3y/bTaThl IPOBe/IeHHbIX UCC/Ie0BaHUM

AHa]II/IBI/IpOBaTB BO3MOXXHbIE€ YA3BUMOCTU I/IH(I)OpMaL[I/IOHHLIX cucreM

BBISIBIATE M3BECTHBIE YA3BUMOCTHU I/IHQ)OPMaL[I/IOHHbIX cucreM

Pa3pabaTbIBaTh MPOEKThI HOPMATHUBHBIX IOKYMEHTOB, Per/laMeHTHUPYIOIINX
paboTy 110 3aiuTe HHPOPMALIMK B aBTOMATH3MPOBAaHHBIX CUCTEMaXx

Heobxoqumble 3HaHUS

OcHoBHble UHPOPMAaIMOHHbIE TEXHOIOTHU, UCIT0/Ib3yeMble B
aBTOMAaTHU3UPOBaHHBIX CUCTEMax

OcCHOBHBIE KPI/IHTOFpaCl)I/IHECKI/Ie MeTObI, a/IrOPUTMBI, ITIPOTOKO/JIEI,
HCIIOJIb3yeMble [JId obecrieueHyst 6€30MaCHOCTU B BLIUMCTUTEIBHBIX CETSAX

[TporpamMMHoO-aniapaTHbIe Cpe/iCTBa 00ecrieueHus 3aiuThl HHGOpMaIuu
aBTOMAaTHU3UPOBaHHBIX CUCTEM

Crioco0bl peanm3aluu yrpo3 6€30MacHOCTH B aBTOMAaTH3UPOBAHHBIX CUCTEMAX

[TocneacTBYS OT HapyIlleHHUsI CBOMCTB 6e30macHOCTH UHGOpMAaI[UH

OcHoBHbIe yrpo3bl Oe30macHOCTH UHGOPMALK ¥ MO/Ie/Td HapyLLIUTes B
aBTOMAaTHU3UPOBaHHBIX CUCTEMax

HaroHannbHble, MeXXroCyiapCTBeHHbIe U MeXX/lyHapOHble CTaH/apThl B
00s1acTy 3alUThI HHGOPMaLH

PykoBopsiie ¥ MeToinyecKre JOKyMEHThI YTIOJTHOMOYEHHbBIX (e/iepanbHbIX
OpraHOB HCIIOJTHUTEBHOU BJIACTH MO 3alUTe UH()OPMaLU




MeToauky cepTU(UKALIMOHHBIX UCTIBITAHUM TEXHUUECKUX CPeJCTB 3alliUThl
vH(opMaLMK OT HeCAaHKL[MOHMPOBAHHOT'O I0CTYTA U YTeUKH 0 TeXHUUeCKUM
KaHa/laM Ha COOTBeTCTBUe TpeOoBaHUsIM 110 6e30rmacHOCTH HHGOPMALIUH

METO,E[BI 3dllIUTHL I/IH(i)OpMaL[I/II/I OT HECaHKLIIMOHHUPOBAHHOT'O OOCTYIId U YTE€UKU
10 TeEXHNUYeCKMM KaHad/1aM

[TpuHLMIBI GOPMUPOBAHUS U pean3aliiy TIOJIUTHKK 6e30macHOCTH
vH(pOopMaLMy B aBTOMaTH3UPOBAHHbBIX CUCTEMax

Oco0blie yC/ioBUs I0MyCKa K
paboTe

Lpyrve xapakTepuCTUKA

3.4.3. TpypoBas QpyHKIUA

IMpoucxoxxaerre 06001IeHHOH
TPY/I0BOM QyHKL[H

Pa3paboTKa apXUTeKTypbl CUCTEMBI v
POBEHb
HaunmeHnoBaHue Ko .

3alLUAThI I/IH(bOpMaL[I/I? )i D/03.7 o — 7
dBTOMATHU3MPOBAHHOUW CHUCTEMBI

3aMMCTBOBaHO 13

OpuruHan X 843
OopYrvHasa
Koz PerucrpauyoHHbIl HOMep
OpUTHHas rpodeccroHaabHOTo
a CTaHJapTa

TpyzoBbIe elCTBUSA

[TpoBeJieHue OLIEHKM MOKa3aTesieit KauecTBa U 3pHeKTUBHOCTH pabOoThI
BBIYMC/IUTE/IbHBIX CUCTEM, TPOrPaMMHBIX Y [IPOrPaMMHO-arnapaTHbIX CPe/CTB,
WCTO/b3YeMBIX /ISl TOCTPOeHUsI CUCTeM 3allUThl MHGOpMaLUY B
aBTOMaTU3UPOBAHHBIX CHCTeMax

[TpoBefeHre TeXHUKO-9KOHOMHUECKOU OLIEHKH 11e1ec000pa3HOCTH CO3/aHus
CUCTeMbI 3alUThl MH(GOpPMALMK aBTOMAaTU3UPOBAHHOW CUCTEMbI

Onpepenenve nopsizika 00paboTky MHGOPMAIIMK B aBTOMAaTU3UPOBAaHHOH
cucTeme

dopmupoBaHue pa3/iesioB TeXHUUeCKHX 3alaHUM Ha CO3/laHue CUCTeM 3allUThbl
vHOpMaLK aBTOMaTU3UPOBAHHBIX CUCTEM

Pa3paboTKa MPOeKTHOH I0KyMEHTALUM Ha CUCTEMBI 3al[UThI
aBTOMAaTHM3UPOBAHHBIX CUCTEM

OdopmiieHne 3asiBKU Ha pa3pabOTKy CUCTEMBbI 3all[UThl MHGOpMaI[U1
aBTOMAaTH3UPOBAHHOW CHCTEMbI

HeobOxopumbie ymeHust

OrnpefiensITh KOMILIEKC Mep it 0becrieueHust 6€30macHOCTH UH(POPMaI[MOHHOM
B @BTOMAaTU3MPOBAHHBIX CUCTEMAax

BrisiBTE YA3BUMOCTHU I/IH(I)OpMaU"I/IOHHO-TeXHOJ'IOFI/IqeCKI/IX pecypcoB
dBTOMATHU3HWPOBAHHBIX CUCTEM

PaBpa6aTbIBaTb rnpeasjioXKeHud 110 COBEPIIE€HCTBOBAHUIO CUCTEMBI YITDABJ/IEHUSA
3dllJUTHL I/IH(l)OpMaL[I/II/I dBTOMAdTHU3HWPOBAHHBIX CUCTEM

[TpoBoaWTH BBIOOP MPOrpaMMHO-aIrapaTHbIX CPeZCTB 0becrieueHust
6e3onacHocTy MHGOPMALIMK [J151 UCIIOIb30BaHUs UX B COCTaBe
aBTOMATHU3UPOBAHHOM CHUCTEMBI C LeJibl0 00ecrieueHrs: TpeOyeMoro ypoBHSI
3alMILeHHOCTY aBTOMaTU3UPOBaHHOU CUCTEMBI

KnaccuduimpoBaTh 1 o1jeHHBaTh yrpo3bl 6€30MacHOCTH UH(GOPMALX /IS
aBTOMAaTHU3UPOBAaHHOW CHCTEMBI

OrnpefiensaTs MH(OPMALIMOHHYIO UH(PPaCTPYKTYPy U MH(OPMAaLIMOHHbIE PeCYPChI




aBTOMAaTH3UPOBAaHHOW CHUCTEMBI, MOJJIe)Kalllye 3aljuTe

PaspabaTbiBaTh MO/ie/IM yrpo3 Oe30macHOCTU WHGOPMALIMK U HapyIIKTe /el B
aBTOMAaTHU3UPOBaHHBIX CUCTEMAax

Ornpefienstb 3¢(peKTUBHOCTL TIPUMEHEeHHs CpeJiCTB MH(POpMaTU3aLu1

Heobxogumble 3HaHUs

OcHOBHBIE I/IH(I)OpMaL[I/IOHHLIe TE€XHOJIOTUH, UCII0J/Ib3yeMbIE B
dBTOMATU3WPOBAHHBIX CUCTEMAX

CriocobbI U cpeicTBa 3alUThl MHGOPMALIMK OT HEeCAHKL[OHHPOBAaHHOTO
JIOCTYTIa ¥ yTeUKH 110 TEXHUUeCKUM KaHajlaM U KOHTPOJIs1 3¢ (HeKTUBHOCTH
3alUThl HHGOpMaLUU

OcHOBHBIe Cpe/iCTBa U CrI0co0OBI 0OecrieueHust 6e30macHOCT MH(OpMAaLIWH,
TIPUHLUITBI TIOCTPOEHUSI CUCTEM 3allUThl H)OpPMALUU

[TporpamMMHoO-aniapaTHbIe Cpe/ICTBa 00ecrieueHus 3aiuThl HH(GOpMaIuu
aBTOMAaTHM3UPOBAHHBIX CUCTEM

HpI/IHL[I/IHLI MMOCTpOE€HUA CpeACTB 3alliUThI I/IHCl)OpMaL[I/II/I oT
HEeCAHKIJUOHUPOBAHHOI'O AOCTYIId U YTEUKH I10 TEXHUYECKHUM KdHd/IaM

HaimoHanbHble, MEXXTOCyZapCTBEHHbIE M MeXX/IyHAPO/HbIe CTaH/aPThI B
00J1aCTH 3alUTHI MH(POPMALU

PYKOBO,E[SILU"I/IE U MeToanYeCKre JOKYMEHTHI YIIOJTHOMOUYEHHBIX q)e,qepaanblx
OpraHoB HCTIOTHUTE/IbHOI BACTH 0 3alure I/IHCl)OpMaL[I/II/I

OpraHu3aLOHHbIe MephbI 110 3aluTe HHPOPMaLUU

MeTo/ibl TECTUPOBAHUS U OTJIa/IKU, TIPUHIIUITBEI OPTaHU3allil 10KYMEeHTHUPOBAHKS
pa3paboTKH, MpoLjecca COMPOBOXK/EHNsI TPOrPaMMHOTO 0becrieueHust

Oco0ble yc/1oBUS JOITyCKa K
pabote

[lpyrue xapakTepucTUKU

3.4.4. TpypoBas GpyHKIMA

IMpoucxosxaeHre 0600IIeHHOM
TPyZAOBOU HyHKIUH

MopenvpoBaHue 3aljUIeHHbIX
dBTOMAdTHU3WPOBAHHBIX CUCTEM C L|€JIbFO
o YpoBeHb
HaumeHoBaHMe aHa/mM3a Ux ysa3BUMOCTeH U Kop, D/04.7 7
KBa/TMUKaLUA
3¢ heKTUBHOCTH CPeZICTB U CITIOCOOOB
3alMThl THOpMaL1
3aMMCTBOBaHO U3
OpurusHan X 843
OpHUrHMHajAa
Kon PerucrpaijioHHbIit HOMep
OpUTHHAT NpodecCHOHaTLHOTO
a CTaHzapTa

TpyzoBbIe elCcTBUS

Pa3pa60TKa dHa/TMTUYECKHUX U KOMITBFOTEPHBIX MO,E[QJIQIZ dBTOMdTHU3HWPOBAHHBIX
CUCTEM U IIOACHUCTEM 0e30macHOCTH dBTOMATHU3WPOBAHHBIX CUCTEM

I/ICCJIEAOBaHI/Ie dHa/TMTUYECKHUX N KOMITBFOTEPHBIX MO,E[EJ'IGIZ
dBTOMATHU3WMPOBAHHBIX CUCTEM U MMOICHUCTEM 0e30macHOCTH
dBTOMATHU3MPOBAHHBIX CUCTEM

Pa3spaboTka Mogeny yrpo3 6e3onacHOCTH HH(OPMALY U HapyILHUTelel B
AaBTOMATHU3UPOBAHHBIX CHCTEMaXx

I/ICCJIGAOBEIHI/IE MMPOrpaMMHBIX, dADXUTEKTYPHO-TEXHUUYECKUX U
CXeMOTeXHHUUYEeCKHUX peI_LIEHI/Iﬁ KOMITOHEHTOB dBTOMATHU3UPOBAHHBIX CUCTEM C
1[1eJIbIO BbIsSAB/IEHMS ITIOTEHIIMa/IbHBIX YHBBHMOCTEﬁ 6e3011acCHOCTH I/IH(bOpMaL[I/II/I B




dBTOMATHU3HWPOBAHHBIX CUCTEMAX

Amnanu3 nHGOpPMaLIMOHHOW UHGPACTPYKTYPHI U 6€30macHOCTH UH(OPMaIH
aBTOMAaTU3UPOBAHHBIX CUCTEM

Pa3paboTka rpezsioXKeHui 10 COBEPIIeHCTBOBAHMIO CCTEMBI yTIPABJIeHHS
MH(OPMAaIMOHHOW 6€30MacHOCTHI0 aBTOMAaTH3MPOBAHHBIX CUCTEM

Heobxomvmbie ymMeHUst

BroimonHsATe c6op, 06paboTKy, aHaM3 ¥ CUCTeMaTU3aLUI0 HayYHO-TeXHUUECKOH
vHbopMaLyy B 00/1aCTH 3alUThI MHGOPMAaLUN

Pa3pabaTbIBaTh U UCC/IE/IOBAaTh MaTeMaTHUeCKHE MO/Ie/TH KOHKPETHBIX SIBJIEHUH
Y TIPOL[ECCOB [I/IsI pellleHrsl paCueTHBIX U UCC/IeIoBaTeIbCKUX 3a/jau

[TpuMeHATH MaTeMaTUUeCKHWe MO/Ie/IU MPY NPOEKTUPOBaHUU CUCTEM 3all{UThl
vHOpMaLK aBTOMaTU3UPOBAHHBIX CUCTEM

[TpoeKTHpOBATh U peaTU30BbIBATh MOJIUTHKY 0€30MaCHOCTH BHIUMC/TUTE/TLHBIX
ceten

AHa]II/IBI/IpOBaTB OCHOBHBI€ XdPDAKTEPUCTHUKH U BO3SMOXHOCTHU
T€JIEKOMMYHHWKALIMOHHBIX CUCTEM IIO Mepeadue I/IH(l)OpMa]_[I/II/I

Heobxogumble 3HaHUs

METOABI M TeXHOJIOTMHU IMMPOEKTUPOBAHNSA, MO €/IMPOBaHKsA, NCC/IeJOBaHNsA
CUCTEM 3dllIUThI I/IHCl)OpMaL[I/II/I dBTOMdTHU3HWPOBAHHBLIX CUCTEM

OcHoBHbIe yrpo3bl 6e30MacHOCTU HHGOPMALIMK U MO/Ie/I HapyLLUTeIsi B
aBTOMAaTHU3UPOBaHHBIX CUCTEMAax

OcCHOBHbIE MEDEI I10 3alluTe HH(bOpM(:IL[I/II/I B dBTOMATHU3HWPOBAHHBIX CUCTEMAX

HaumoHnanbHbIe, MeXKTOCYjapCTBEHHbIE U MeXKIyHAapOJHbIe CTaHJapThI B
o6macTy 3auuThl HHGOPMAaLUH

PykoBogsiie ¥ MeToinyecKre JOKyMeHThI YTIOJTHOMOYEHHbBIX (e/iepaibHbIX
OpraHOB HCIIOJTHUTEBHOM BJIaCTH MO 3aliUTe UH(POpMaLU

OcHOBHBIE KpI/IHTOFpad)I/IHECKI/Ie METO/bI, aJITOPUTMbI, ITIPOTOKOJIBI,
HCII0JIb3yeMble OJ1d 3alllUThbI I/IH(bOpMaL[I/II/I B dBTOMATHU3WMPOBAHHBIX CUCTEMAX

HpI/IHL[I/IHbI IMOCTpOE€HUA CpeACTB 3alliUThI I/IHCbOPMaL[I/II/I oT
HECaHKIJMOHMPOBAHHOI'O AOCTYIId U YTEUKHU I10 TEXHNUYECKUM KdHa/laM

[TpuHLMIbI TOCTPOeHUs U (QYHKIIMOHUPOBAHKWSI CUCTEM U CeTell repefauun
vHbopMaLr

Oco6blie yc/ioBUS AOMyCKa K
pabore

[pyrue xapakTepUCTUKU

IV. CBepieHns 00 opraHu3anusax — pa3padoTynKax npodecCHOHA/ILHOTO CTaHAAPTA

4.1. OTBeTCTBEeHHAs OpraHu3anusa-pa3padboTUuK

Accoumaniys 3aiyThl UHGOpMaLWY, ropo, MockBa

IIpe3upeHt

Jloce Bnagumup I1aBioBuy

4.2. HaumeHOBaHUs OpraHu3anuii-pa3padoTunKkoB

AHO [JI10 uenTp nosbliieHus kBanupukanmu «AVCy», ropog Mocksa

Accouuaniys npenpusiTUiA KOMIbIOTEPHbIX M MH(OPMaLMOHHBIX TeXHOJIOTHH, ropos MockBa

OI'bY «BHUU Tpyna» Muntpyga Poccun, ropos Mocksa

AIWIN|F

MocksBa

®YMO B cucteme Boiciiero oopaszosanus 1o YI'CHIT «MHdopmaririoHHasi 6e3011acHOCTb», TOPO/J]




